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Abstract 
 

The purpose of this Deliverable is to elaborate of the 5G ESSENCE system use cases, adaptation and 

description to the specific scenarios that will be targeted by the 5G vertical industries demonstrations. The 

Deliverable 2.1 identifies the fundamental limitations addressed, envisaged innovations, and key system 

requirements. 

 
 
5G-PPP Disclaimer:  
This Deliverable has been prepared by the 5G Initiative, via an inter 5G-PPP project collaboration. As such, the 
contents represent the consensus achieved between the contributors to the report and do not claim to be the 
opinion of any specific participant organisation in the 5G-PPP initiative or any individual member organisation 
of the 5G-Infrastructure Association. 
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Executive Summary 

This document is focused on the elaboration of the 5G ESSENCE use cases and system requirements analysis. 

This deliverable is the main outcome of task T2.1. In this scope, the work considers as starting point meaningful 

scenarios and identifies the actors’ role for each of the three vertical industries’ demonstrations in WP5-WP7, 

as presented in the related parts of the actual Grant Agreement (GA). The deliverable, in addition, collects 

architecture and system requirements as well as corresponding KPIs. All involved stakeholders/actors and their 

interests are identified within the context of 5G ESSENCE. In the following parts of the work, their interactions 

and their special relationships between them are determined and described in a structured manner.  
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eMBMS evolved Multimedia Broadcast Multicast Services 

EMS Element Management System 

eNB evolved Node B 

EPC Evolved Packet Core 

EPCaaS Evolved Packet Core as a Service 
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LB Load Balancer 
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1 Introduction 
 
The 5G ESSENCE Project

1
 “addresses” the paradigms of Edge Cloud computing and Small Cell as-a-Service 

(SCaaS) by fuelling the drivers and removing the barriers in the Small Cell (SC) market, forecasted to grow at an 
impressive pace up to the year 2020 and beyond, and to play a “key role” in the 5G ecosystem. The 5G ESSENCE 
Project provides a highly flexible and scalable platform, able to support new business models and revenue 
streams by creating a “neutral” host market and reducing operational costs, by providing new opportunities for 
ownership, deployment, operation and amortisation. 
 
The technical approach exploits the benefits of the centralisation of Small Cell functions as scale grows through 
an edge cloud environment based on a two-tier architecture, that is: a first distributed tier for providing low 
latency services and a second centralised tier for providing high processing power for computing-intensive 
network applications. This allows decoupling the control and user planes of the Radio Access Network (RAN) 
and achieving the benefits of Cloud-RAN (C-RAN) without the enormous fronthaul latency restrictions

2
. The use 

of end-to-end (E2E) network slicing mechanisms will allow sharing the 5G ESSENCE infrastructure among 
multiple operators/vertical industries and customising its capabilities on a per-tenant basis. The versatility of 
the architecture is enhanced by high-performance virtualization techniques for data isolation, latency reduction 
and resource efficiency, and by orchestrating lightweight virtual resources enabling efficient Virtualized 
Network Function (VNF) placement and live migration. 
 
Among the fundamental 5G ESSENCE objectives are the following ones: (i) Full specification of critical 
architectural enhancements; (ii) definition of the baseline system architecture and interfaces for the 
provisioning of a cloud-integrated multi-tenant SC network and a programmable radio resources management 
(RRM) controller; (iii) development of the centralized software-defined radio access network (SD-RAN) 
controller to program the radio resources usage in a unified way for all CESCs (Cloud-Enabled Small Cells); (iv) 
exploitation of high-performance and efficient virtualization techniques for better resource utilization, higher 
throughput and less delay at the network service creation time; (v) development of orchestrator’s 
enhancements for the distributed service management; (vi) demonstration and evaluation of the cloud-
integrated multi-tenant SC network; (vii) conduct of a market analysis and establishment of new business 
models, and finally; (viii) maximization of impact to the realization of the 5G vision

3
. 

 

The 5G ESSENCE Project will accommodate a range of use cases (UCs), in terms of reduced latency, increased 
network resilience, and less service creation time. One of its major innovations is the provision of E2E network 
and cloud infrastructure slices over the same physical infrastructure, so that to fulfil vertical-specific 
requirements as well as mobile broadband services. Moreover, 5G ESSENCE leverages knowledge, SW modules 
and prototypes from various 5G-PPP Phase-1 projects, with the case of SESAME

4
 being particularly relevant.  

 
Building upon these foundations, very ambitious objectives are targeted, culminating with the prototyping and 
demonstration of 5G ESSENCE system in three real-life use cases associated to vertical industries, that is: (i) 
Edge network acceleration in a crowded event; (ii) mission critical applications for public safety (PS) 
communications providers, and; (iii) in-flight entertainment and connectivity (IFEC) communications. 
 
This document is the first deliverable of the corresponding WP2. In fact, WP2 is mainly focused upon the 
definition of the overall 5G ESSENCE system architecture as well as the technical specifications for the individual 

                                                           
1
  In the context of the present Deliverable D2.1, the term “Project” refers directly to the specific 5G ESSENCE Project and 

its contents. The term “project”, when used, refers to any kind of project. 
2
  Also see: Fujitsu Network Communications Inc. (2014): The Benefits of Cloud-RAN Architecture in Mobile Network 

Expansion. RIchardson, Texas, US.  
Available at: http://www.fujitsu.com/downloads/TEL/fnc/whitepapers/CloudRANwp.pdf. 

3
  European Parliament Think Tank (2016, January): 5G network technology: Putting Europe at the leading edge.  

 Available at: http://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_BRI(2016)573892. 
4
  H2020 5GPPP SESAME (Grant Agreement No.671596) project: Small Cells Coordination for Multi-tenancy and Edge 

Services. For more details see: http://www.sesame-h2020-5g-ppp.eu/. 

http://www.fujitsu.com/downloads/TEL/fnc/whitepapers/CloudRANwp.pdf
http://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_BRI(2016)573892
http://www.sesame-h2020-5g-ppp.eu/
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components. It also specifies and elaborates the specific scenarios for the demonstrations of 5G vertical 
industries that will follow in the dedicated work packages (WP5-WP7).  
 
In addition, a “key objective” of WP2 is the proper “alignment” with 5G Phase-1 activities and the respective 
technology selection and evaluation, according to the specified requirements of the 5G ESSENCE Project. Under 
this point of view, the main objectives of WP2 are: 
 
 Specification of the system-level requirements, in line with dedicated actors’ needs and technical 

constraints. 
 Elaboration of the use cases under the technical perspective of the involved partners in each of the 

scenarios, which will further “drive” the architecture definition. 
 Definition and specification of 5G ESSENCE architecture as-a-whole, based upon and elaborating the 

outcomes of Phase-1 and those of 5G ESSENCE Project as appropriate. 
 Specification of the subsystems’ functional components, modules and tools. 
 Technology selection and market watch (assessment of potential behaviour of end-users) in the landscape 

of the neutral host CESCs, distributed edge cloud environment and cutting edge services offered. 
 Definition of the KPIs to be used. 
 
This document is conceptually outlined as follows. 
 
Section 2 presents the basic terminology, the actors and their interactions, as well as the approach applied for 
the analysis of the corresponding use cases. 
 
Section 3 presents the state-of-the-art (SOTA) on 5G ecosystem and related technology trends. In particular, we 
focus on the 5G-PPP KPIs in the scope of 5G ESSENCE, the 5G use cases classification, as well as the 
relation/relevance of the 5G ESSENCE Project to other 5G-PPP Projects. Furthermore, we consider the main 5G 
technology trends, including RAN slicing, edge cloud, multi-RAT RAN, VIM agnostic cloud-radio orchestration, 
security, as well as telemetry and analytics. 
 
Section 4 presents the conceptual architecture of the 5G ESSENCE Project. 
 
Section 5 discusses the 5G ESSENCE Use Cases and Scenarios. The main use cases considered in our context are 
as following: 
 5G edge network acceleration at a stadium; 
 5G E2E slicing for mission critical applications, and; 
 5G in-flight communications and entertainment system. 
 
For each use case, we investigate the involved actors, deployment topology, the evaluation process, the 
relevance to 5G ESSENCE, as well as the main requirements extracted. 
 
Section 6 groups and summarizes all the necessary requirements, as well as maps the proposed 5G KPIs to the 
context of the 5G ESSENCE platform. 
 
In Section 7, we conclude our remarks. 
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2 Methodology 

2.1 Terminology 
In this chapter, we present a wide range of scenarios and use cases that the 5G ESSENCE solutions will 
“address” during the course of the project. In particular, we provide a detailed view of 5G ESSENCE’s reference 
scenarios.  
 
This analysis will help us in order to define a set of requirements that have to be fulfilled by the platform, to 
properly support the use cases. 
 
The key terms related to our analysis are explained below: 
 
 Use case: A specific application paradigm.  

A use case describes how the proposed technology can be used to “satisfy” specific needs, as can be 
defined per case. The use case is actually a sort of a “single path” through a diagram and focuses on a 
“piece of functionality” in a system. 

 
 Scenario: A wide application area, where the proposed technology can be valuable.  

A scenario describes the environment in which a set of use cases can be defined. Thus, it describes the 
complete functionality of the system and may include multiple use cases, following to certain assessment 
and/or criteria. 

 
 Stakeholder: A party, which is involved and affected by a specific scenario or use case.  

A stakeholder can take multiple roles. 
 
 Role: A set of specific activities by a specific scenario or use case.  

A role could be played by different stakeholders. 
 

2.2 Actors and interactions 
While 5G ESSENCE is not innovating in designing new air interfaces or massive spectrum aggregation 
techniques, the basic notion of the 5G ESSENCE which is the cSD-RAN controller allows for rapid integration of 
multiple virtual operators sharing the CESC

5
 (Cloud-enabled Small Cell) provider’s infrastructure. This will allow 

isolated and secure provision of vertical services for massive number of connected devices. In this way, network 
resources can be provisioned and offered “where they are needed the most”, rebalancing (or repurposing) 
them from where they are underused to where they are actually needed.  
 
The deployment of Small Cell devices combined with edge computing paradigm of the Edge Data Centre (DC) 
will have the immediate effect of bringing and managing services much closer to the end-users and customers, 
which implies for significant latency reduction already. In the present part we provide several essential 
definitions, relevant to the potentially involved actors, based upon their relevance to the underlying 
infrastructure(s).    
 

 Venue and Equipment Owner (VEO): This implicates, for example, a mall or a stadium or an enterprise or 
a municipality or large building owner, etc. 

 

                                                           
5
  Regarding the CESC, our approach remains relevant to the related architecture of the H2020 5GPPP SESAME (Grant 

Agreement No.671596) project (Small Cells Coordination for Multi-tenancy and Edge Services). For more details, see: 
http://www.sesame-h2020-5g-ppp.eu/. More specifically, related details and information can also be provided by the 
SESAME Deliverable D2.1 (“Overall System Architecture and Interfaces”) accessible at: http://www.sesame-h2020-5g-
ppp.eu/Portals/0/Deliverables/SESAME_GA%20No.671596_Deliverable%202.2_v1.0_final.pdf?ver=2016-10-24-162356-
060. 

http://www.sesame-h2020-5g-ppp.eu/
http://www.sesame-h2020-5g-ppp.eu/Portals/0/Deliverables/SESAME_GA%20No.671596_Deliverable%202.2_v1.0_final.pdf?ver=2016-10-24-162356-060
http://www.sesame-h2020-5g-ppp.eu/Portals/0/Deliverables/SESAME_GA%20No.671596_Deliverable%202.2_v1.0_final.pdf?ver=2016-10-24-162356-060
http://www.sesame-h2020-5g-ppp.eu/Portals/0/Deliverables/SESAME_GA%20No.671596_Deliverable%202.2_v1.0_final.pdf?ver=2016-10-24-162356-060
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 IT Equipment Vendor/manufacturer (ITEV): The term stands for companies/legal entities that develop 
and/or sell IT equipment, e.g., small cells. 

 
 Network Operator (NO): The term implicates companies/legal entities that possess the equipment so as 

to provide wireless communications services as well as to provide wireless access to end-users in wide 
areas, locally. 

 
 Virtual Network Operator (VNO): The term implicates companies/legal entities that do not possess the 

necessary equipment but lease it from another company/legal entity, so as to provide wireless 
communications services and deliver services to end-users. 

 
 Fixed Telecom Provider/Operator/Internet Service Provider (ISP): The term implicates a provider of 

backhaul connection for the Small Cells. 
 
 Service Provider (SP): An entity whose business is to provide telecom and other services to the end-user 

(corporate, residential or other). 
 
 Over-The-Top Player (OTT): The term implicates third parties that produce, control and distribute services 

over the NO (Network Operator) / VNO (Virtual Network Operator). 
 
 Network Function Provider (NFP): The NFP supplies virtual network appliances, gateways, proxies, 

firewalls, transcoders, etc., thus eliminating the need for the customer to acquire, install and maintain any 
kind of specialized hardware. 

 
 End-Users (EU): A person or an SME enjoying services through the 5G ESSENCE network model.  
 
 Spectrum Owner (SO): The company/legal entity that owns -or leases- spectrum for commercial 

exploitation purposes. 
 

Figure 1 depicts the main actors, as well as their interactions. 
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Figure 1: 5G ESSENCE actors and their potential interactions 

 

2.3 Approach for use cases analysis 
The employed methodology aims at coherently deriving the system requirements as well as high-level use cases 
from the goals or expected high-level technical concepts of the 5G ESSENCE Project. 
 
As a starting point, we consider the overall approach of the 5G ESSENCE based on the description of work 
(DoW) of the corresponding GA. 
The next step is focused upon the proper identification of the “key actors”, as well as the potential interactions 
among them. 
After stakeholders’ identification, we take into account the main 5G Key Performance Indicators (KPIs) and 
related metrics. 
 
This process is used for identifying use cases covering all the potential scenarios, as well as for highlighting any 
corresponding requirements.  
Use cases already existing in DoW are understood as a “high-level synopsis” of an application scenario within a 
specific environment, accounting for situations and/or events helping to “highlight and illustrate” the broader 
concept of the 5G ESSENCE Project. Use cases have been selected in a way to “highlight” certain technical 
requirements which will be introduced by the Project, following to its expected evolution. Therefore, each use 
case can identify, in a future step, the metrics that will be under observation. To assure consistency in the 
process, use cases’ evaluation is performed.  
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Figure 2: Employed methodology within 5G ESSENCE concept 

 
In particular, we derive the main use cases that will be taken into account for the corresponding pilot phase(s).  
 
For each use case, we consider the following aspects: 
 Overall description of the use case; 
 Actors involved; 
 Deployment topology; 
 Evaluation; 
 Extraction of the main requirements. 
 
The final step of the selected methodology is the extraction of high-level technical requirements based upon 
the outcomes of the use cases’ analysis. A “requirement” is a statement that identifies a necessary 
characteristic or quality of a system, in order for it to have value and utility. High-level requirements “show” 
and/or “depict” the sort of elements and functions that are necessary for the particular project. 
 
The extracted requirements are unified and grouped in order to proceed with the definition of the 5G ESSENCE 
architecture. This kind of information will also be used to further discuss and classify use cases, KPIs, 
requirements and metrics which will be derived in the future, coming from possible laboratory simulations 
and/or performed field trials. Figure 2 visualizes the employed methodology. 
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3 State-of-the-art on the 5G Ecosystem and Technology Trends 
 

The worldwide communication sector has started activities to develop the next generation of mobile 
communication; it has attracted a big interest in the telecommunication industry for several years now.  The 
fifth generation (5G) of mobile and wireless networks has identified several technological aspects that need to 
be tackle.  
 
Several initiatives (Figure 3) are currently building the wider 5G ecosystem and establish a “good basis” for the 
globally unified 5G standards. The five associations (or “organizations”) that further “strength” the 
communication and cooperation in the 5G technology at the global level are listed below: 
 

 

Figure 3:  Leading 5G Wireless Associations 

 
 The 5G-PPP

6
, is the European Commission’s R&D initiative that will be described further below in this 

document.  
 
 5G Forum

7
:  It is an initiative by the Ministry of Science, ICT and Future Planning and mobile industries in 

South Korea.  It aims to provide with the 5G services during the Pyeongchang 2018 Winter Olympics. 5G 
Forum seeks innovation through mutual collaboration among all interested parties of the new mobile 
communications infrastructure, including those in the IoT, Cloud, Big Data, Mobile fields, industry-
academic-research institutions, as well as the manufacturers and service providers. 

 
 The 5G Mobile Forum (5GMF)

8
 conducts research and development concerning 5G Mobile 

Communications Systems in Japan. It actively promotes 5G studies in line with trends both in Japan and 
abroad based on the collection of information, and dissemination and enlightenment activities in the 
roadmap on 5G implementation policy.  

 

                                                           
6
  The 5G Infrastructure Public Private Partnership (5G-PPP) is a joint initiative between the European Commission and 

European ICT industry (ICT manufacturers, telecommunications operators, service providers, SMEs and researcher 
Institutions).  The 5G-PPP will deliver solutions, architectures, technologies and standards for the ubiquitous next 
generation communication infrastructures of the coming decade. The challenge for the 5G Public Private Partnership 
(5G-PPP) is to secure Europe’s leadership in the particular areas where Europe is strong or where there is potential for 
creating new markets such as smart cities, e-health, intelligent transport, education or entertainment & media. The 5G-
PPP initiative will reinforce the European industry to successfully compete on global markets and open new innovation 
opportunities. It will “open a platform that helps us reach our common goal to maintain and strengthen the global 
technological lead”. More details can be found at: https://5g-ppp.eu/. 

7
  The 5G Forum aims to become the leading force in the development of next-generation communications technology 

and contribute to the momentum of economic growth through the development of ICT industry in efforts to actualize 
the new administration’s agenda of the creative economy. More details can be found at: http://ww.5gforum.org. 

8
  The Fifth Generation Mobile Communications Promotion Forum (5GMF) was created to conduct research & 

development concerning the Fifth Generation Mobile Communications Systems and research and study pertaining to 
standardization thereof, along with liaison and coordination with related organizations, the collection of information, 
and dissemination and enlightenment activities aimed at the early realization of the Fifth Generation Mobile 
Communications Systems, all with the aim of thereby contributing to the sound development of the use of 
telecommunications. More information can be found at: http://5gmf.jp/en/.  

https://5g-ppp.eu/
http://5gmf.jp/en/
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 5G Americas
9
, as part of the 4G Americas, is an industry trade organization composed of leading 

telecommunications service providers and manufacturers for the evolution of 4G LTE and compatibility 
with 5G systems. The organization's mission is to advocate for new network architectures and spectral 
efficiency improvements including dynamic coordination from Baseband Unit (BBU) pooling, 
Heterogeneous Networks (HetNets) and densification (cell splitting). 

 
 IMT-2020 (5G) Promotion Group

10
, is the Chinese initiative initiated by three ministries in China (the 

Ministry of Industry and Information Technology (MIIT), the National Development and Reform 
Commission (NDRC) and the Ministry of Science and Technology (MOST)). Its mission is to promote the 
development of 5G in China and facilitate cooperation with foreign industry and organization; its members 
include the leading operators, vendors, universities, and research institutes in the field of mobile 
communications. 

 
 Another initiative that has recently joined the world’s region as a party to the Multilateral Memorandum 

of Understanding (MoU) for the Global 5G Event is the Project “5G Brasil”. Representatives of industry and 
telecommunications service providers, the federal government, Anatel and technological development 
centres launched the 5G Brazil project

11
, which aims to promote construction of the 5G ecosystem in the 

country and its participation in international discussions. 
 
In the European context, the 5G Infrastructure Private Partnership (5G-PPP)

4
 initiated by the European 

Commission (EU) and industry manufactures, telecommunications operators , service providers, SMEs and 
researches, founded the 5G-PPP to positioning the European initiative on the global stage.  
 
Furthermore the EU has identified in the Horizon 2020 program which will require, before 2020, the 
development of a series of ground-breaking technologies, global standards and to agree on relevant spectrum 
bands.  
 
These key technology challenges identified for the 5G Infrastructure PPP are: 
 
 Enhancing 1000 times wireless area capacity and wide range of service capabilities. 

 
 Saving up to 90% of energy per service provided, more specifically in the radio access network due to be 

the main energy consumer. 
 

                                                           
9
  5G Americas is an industry trade organization composed of leading telecommunications service providers and 

manufacturers. The organization's mission is to advocate for and foster the advancement and full capabilities of LTE 
wireless technologies and their evolution to 5G, throughout the ecosystem’s networks, services, applications and 
connected devices in the Americas. 5G Americas is invested in developing a connected wireless community while 
leading 5G development for all the Americas. More details can be found at: http://ww.5gamericas.org. 

10
  The IMT-2020 (5G) Promotion Group was jointly established by three ministries of China (including MIIT, NDRC and 

MOST) based on the original IMT-Advanced promotion group in February 2013. The members include the main 
operators, vendors, universities and research institutes in China. The Promotion Group is the major platform to promote 
5G technology research in China and to facilitate international communication and cooperation. More detailed 
information can be found at: http://ww.imt-2020.cn. 

11
  5G Brasil is a private autonomous project under Telebrasil umbrella. Telebrasil is a private association with 65 

institutions members whose main objective is to represent the interests of the telecommunications sector in Brazil and 
to promote its development. 5G Brasil has 20 associates (institutions), including industries, universities, research 
centers, telecom operators and industries associations. The main goal of 5G Brasil is to promote the development of 5G 
ecosystem in Brazil through: enabling and establishing the communication between the ICT sector and all spheres of 
government and regulatory agency in Brazil; looking for financial support for the promotion and use of 5G technology; 
promoting national and international cooperation agreements for 5G technology development and adoption; 
establishing and maintaining open interaction with non-ICT organizations, also called vertical sectors; sharing 
information regarding 5G technology among Members and Associates in line with compliance and legal  limits; 
representing the common interest of the members, when requested, in national and international forums related to 5G. 
The organization of 5G Brasil consists of a Steering Committee and five thematic commissions: infrastructure, 
regulations, research and use cases, spectrum and standards. For more information, see: http://www.telebrasil.org.br/. 

http://ww.5gamericas.org/
http://ww.imt-2020.cn/
http://www.telebrasil.org.br/
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 Reducing time in the initial service deployment and onboarding phase from 90 hours to 90 minutes. 

 
 Secure, reliable and dependable Internet with a “zero perceived” downtime for services provision. 

 
 Ultra-density deployments of wireless communication links to connect the large number of devices. 

 
 Providing at lower cost a large number of services and application to everyone and everywhere. 
 
The vision of 5G presents a complex and technical challenge, to deploy the new generation of wireless 
technology. Correspondingly, the 5G-PPP has defined an operational approach to “assist” the introduction of 
the 5G, divided in three phases.  
 
Figure 4 depicts the high-level overview of the 5G roadmap, together with the key dates and main players in the 
ecosystem. 
 

 

Figure 4: 5G Roadmap 

The three organized phases to enhance the European plan in the 5G Research, has been identified and 
described below: 
 
Phase 1 – The future 5G network architecture: This first phase (2015-2017) was focused upon research on core 
technologies of the future 5G network architecture, radio access interfaces in frequency above and below 
6GHz; this was also relevant to novel radio and core network architectures for network function virtualization, 
cognitive network management and, last but not least, security and enabling technology aspects. 
 
Phase 2 – Move towards demonstration and experiments with the involvement of the vertical industries: The 
second phase (2017-2019) aims to optimise the results of phase 1 and targets upon software and cloud 
networks; however, it moves towards proofs of concept and experiments. It seeks to actively involve the 
inclusion of vertical industries such as, automotive, healthcare, energy, media, etc., which are anticipated to be 
part of the main users of future 5G networks. 
 
Phase 3 – Integration of an end to end 5G experimental network infrastructure: The third phase (2018-2021) 
will consolidate the results of the previous phases through integration of an end-to-end 5G experimental 
network infrastructure. It can be used to validate the technological options in a full system context, and to 
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validate the KPIs of the 5G-PPP. This will also cover longer term research, which may still be needed for later 
releases of 5G having a deployment perspective around 2025. Larger scale pilot experiments with core 5G users 
are also expected to take place under phase 3, between 2018 and 2021. 
 
The following sections will describe more in detail the first two listed phases, as the current status in which the 
Project is, positions the timeline between this two phases. 

3.1 5G-PPP KPIs in the scope of 5G ESSENCE 
Next generation networks and services continue to evolve, supporting ever increasing workloads and increasing 
traffic and diversity of supported services. This evolution is forcing the underlying network technologies to 
change, increasing the level of programmability, control and flexibility of configuration, while reducing the 
overall costs, pressing for new limits in the KPI set so far.  
 
This section gives an overview of what KPIs are in scope of the 5G ESSENCE Project, and what the expected 
contributions and proposed use cases are, towards achieving them. The following Table 1 demonstrates the 
pilots proposed by the Project and provides a link to the “key” addressed 5G functionalities.  
 

Table 1: 5G Functionalities addressed by 5G ESSENCE 

Tests / Trials / 

Pilots Vertical UCs 

Brief UC Description Addressed 5G 

Functionalities 

5G Edge network 

acceleration for a 

stadium 

5G ESSENCE will demonstrate a combined 5G-based video 

production and video distribution towards delivering benefits 

to both media producers and mobile operators, who will be 

able to offer enriched event experience to their subscribers. 

The production/distribution of locally generated content 

through the 5G ESSENCE platform, coupled with value-added 

services and rich user context, will enable secure, high-quality 

and resilient transmission, in real-time and with minimal 

latency. 

Low latency,  

increased backhaul 

capacity 

Mission critical 

applications for 

public safety 

5G ESSENCE will involve one or more PS communications 

providers that will use the resources offered by a deployed 

5G ESSENCE platform for the delivery of communication 

services to PS organisations in a country/region.  

In the mission critical use case, the infrastructure owner will 

exploit the 5G ESSENCE system capabilities to provide the 

required network/cloud slicing capabilities with dedicated 

SLAs to different types of tenants, prioritising the PS 

communications providers. 

E2E network slicing 

Next-Generation 

integrated in-flight 

connectivity and 

entertainment 

systems 

The 5G ESSENCE In-Flight Entertainment and Connectivity 

(IFEC) demo will test and validate the multi-tenancy enabled 

network solution for passenger connectivity and wireless 

broadband experience. The multi-RAT Cloud-Enabled Small 

Cells (CESCs) will be implemented as a set of integrated 

access points to be deployed on board.  

Afterwards, since inflight entertainment has to consider the 

explosive growth of multi-screen content consumption, the 

5G ESSENCE CESCs will stream on demand multi-screen video 

Multitenancy,  

Low latency 
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content (both from on board servers and via 

satellite/air2ground links) to the wireless devices. 

 

Figure 5 illustrates the 5G ESSENCE relevance to 5G-PPP KPIs, as elaborated during the first phase of the 

Project.  

 

Notably, the flexible design of the CESC platform and the two-tier cloud and the associated management layers 

will promote a shared virtualised infrastructure (i.e., a cloud environment, right at the network’s edge). This will 

allow multiple services such as, for example, Virtual Network Functions, to be deployed at a very much lower 

time scale, on demand, and at the edge of the network. 

 

 

Figure 5: 5G ESSENCE relevance to 5G-PPP KPIs 

Relevance and impact on  

5G-PPP KPIs

5G
 E

SS
EN

CE

P1

Providing 1000 times higher wireless area capacity

and more varied service capabilities compared to

2010. N.A.

P2 Saving up to 90% of energy per service provided. 
Med.

P3
Reducing the average service creation time cycle

from 90 hours to 90 minutes. High

P4

Creating a secure, reliable and dependable

Internet with a “zero perceived” downtime for

services provision. T.B.D.

P5

Facilitating very dense deployments of wireless

communication links to connect over 7 trillion

wireless devices serving over 7 billion people. N.A.

P6 Enabling advanced user controlled privacy.
N.A.

S1 Enabling advanced User controlled privacy;
N.A.

S2
Reduction of energy consumption per service up

to 90% (as compared to 2010); Med.

S3
European availability of a competitive industrial

offer for 5G systems and technologies; Med.

S4

Stimulation of new economically-viable services

of high societal value like U-HDTV and M2M

applications; N.A.

S5

Establishment and availability of 5G skills

development curricula (in partnership with the

EIT). N.A.

B1

Leverage effect of EU research and innovation

funding in terms of private investment in R&D for

5G systems in the order of 5 to 10 times; Low

B2

Target SME participation under this initiative

commensurate with an allocation of 20% of the

total public funding; High

B3

Reach a global market share for 5G equipment &

services delivered by European headquartered ICT 

companies at, or above, the reported 2011 level of

43% global market share in communication

infrastructure. T.B.D.

Societal KPIs:

Business-related KPIs:

Performance KPIs
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3.2 5G use cases classification 
 
Not always deploying a new powerful technology means to be successful on the market and this is true for 5G 
too. What makes a new technology successful is the ability of operators to monetise it and this depends mainly 
on the new and unique use cases it is able to “address”. 
 
5G will support many use cases: some are already possible by using an existing network but could offer an 
enhanced user experience on a 5G network, while others are made possible only by the 5G capabilities. These 
use cases are very different and have very different performance requirements.  Furthermore, they can be 
delivered across a wide range of devices and HW/SW infrastructures, testifying the flexibility of 5G architecture. 
 
A large number of use cases have been described and analysed in the context of standards bodies, such as 
3GPP

12
 and ITU-T

13
, industry forums such as NGMN

14
, projects of phase 1 of the 5G-PPP, and through the 

interaction with the community of the industry verticals. 
 
In Table 2, we considered some well-known 5G use cases and we performed the exercise to classify them with 
respect to the lever they do on the following distinctive 5G technology requirements: 
 
a) Bandwidth throughput (1-10Gbps connections to end points in the field);  

 
b) Latency (1 millisecond end-to-end round trip delay); 

 
c) Bandwidth per area (1000x); 

 

d) Number of connected devices (10-100x); 
 

e) Availability (Perception of 99.999%); 
 

f) Coverage (Perception of 100%);  
 

g) Network energy usage (90% reduction);  
 

h) Battery life for low power, machine-type devices (Up to ten year). 
  

                                                           
12

  The 3rd Generation Partnership Project (3GPP) unites seven telecommunications standard development organizations 
(ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC), known as “Organizational Partners” and provides their members with a stable 
environment to produce the Reports and Specifications that define 3GPP technologies. The project covers cellular 
telecommunications network technologies, including radio access, the core transport network, and service capabilities - 
including work on codecs, security, quality of service - and thus provides complete system specifications. The 
specifications also provide hooks for non-radio access to the core network, and for interworking with Wi-Fi networks. 
More details can be found at: http://www.3gpp.org/about-3gpp. 

13
  The Study Groups of ITU’s Telecommunication Standardization Sector (ITU-T) assemble experts from around the world 

to develop international standards known as ITU-T Recommendations which act as defining elements in the global 
infrastructure of information and communication technologies (ICTs). Standards are critical to the interoperability of 
ICTs and whether we exchange voice, video or data messages, standards enable global communications by ensuring that 
countries’ ICT networks and devices are speaking the same language. From its inception in 1865, ITU-T has driven a 
contribution-led, consensus-based approach to standards development in which all countries and companies, no matter 
how large or small, are afforded equal rights to influence the development of ITU-T Recommendations. From its 
beginnings as a body standardizing international telegraph exchange, through its formative role in telecommunications, 
and in today’s converged ICT ecosystem, ITU-T has provided the world’s best facilities to the global standardization 
community and remains the world’s only truly global ICT standards body. Also see: http://www.itu.int/en/ITU-
T/about/Pages/default.aspx. 

14
  The vision of the NGMN Alliance is to expand the communications experience by providing a truly integrated and 

cohesively managed delivery platform that brings affordable mobile broadband services to the end-user with a 
particular focus on 5G while accelerating the development of LTE-Advanced and its ecosystem. For further details, see: 
https://www.ngmn.org/home.html. 

http://www.3gpp.org/Partners
http://www.3gpp.org/about-3gpp
http://www.itu.int/en/ITU-T/about/Pages/default.aspx
http://www.itu.int/en/ITU-T/about/Pages/default.aspx
https://www.ngmn.org/home.html
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Table 2: Some possible 5G use cases and related most important requirements 

 Degree of importance of 5G features 

Potential 5G Use Cases a) b) c) d) e) f) g) h) 

Automated traffic control and driving  xxx  x xxx xxx   

Augmented reality / virtual reality / tactile internet xxx xxx   x    

Disaster alert x xx   xxx xx xx xxx 

Real time gaming x xx       

Multi-person video call xx x x      

Wireless cloud based office xx    xxx xx x xx 

Pervasive video xx x       

HD video/photo sharing in stadium/open-air 

gathering 

x x xxx xxx    xxx 

Higher user mobility (high speed train, aircrafts, etc.) x xx x x x xx x x 

Smart wearables    xxx x x  x 

Sensor networks    xxx    xxx 

Mobile video surveillance x xx   xxx    

Collaborative robots: a control network for robots  xxx   xxx    

eHealth: remote treatment  xxx   xxx xx  xx 

Remote object manipulation: remote surgery  xxx   xxx    

x: important  xx: very important xxx: necessary 

 
The above table can also be read in another way: The cells filled with one or multiple “x” notations, identify 
features not being present in an “adequate” way in current mobile technology (4G), but being specific of 5G. 
This means that 5G is the “enabler” of many new possible scenarios.  
 
Reading the table, it looks like latency and availability are the most important requirements, and it is worth 
noting that the latency requirement is even more important than bandwidth (in fact, theoretical 4G bandwidth 
is in most cases more than enough). 
 
Another way to classify 5G use cases is to group them in families. For example, eight families have been 
identified by NGMN [50]: 
 
 Broadband Access in Dense Areas 

 
 Broadband Access Everywhere 

 

 Higher User Mobility 
 

 Massive Internet of Things (IoT) 
 

 Extreme Real-Time Communications 
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 Lifeline Communication 
 

 Ultra-reliable Communications 
 

 Broadcast-like Services 
 
 
Similarly, the document [14] classifies the use cases of 5G-PPP projects into 6 families, that are listed as 
appearing below: 
 
 Dense Urban 

 
 Broadband (50+Mbps) everywhere 

 
 Connected vehicles 

 
 Future smart offices 

 
 Low bandwidth IoT 

 
 Tactile internet / automation 
 
For example, following the NGMN classification reported above [50], we could classify 5G ESSENCE use cases as 
shown in Table 3. 

Table 3: Example of classification of 5G ESSENCE use cases 

5G ESSENCE Use Case NGMN Classification 

Edge network acceleration at a stadium  Broadband Access in Dense Areas 

 Broadcast-like Services 

E2E slicing for mission critical applications  Lifeline Communication 

 Ultra-reliable Communications 

In-flight communications and entertainment system  Broadband Access in Dense Areas 

 Higher User Mobility 

 Broadcast-like Services 

 

3.3 Relation to 5G-PPP Projects 
The European research program aims to ensure the collaboration between the projects developed in the 5G 
ecosystem. All projects under the 5G-PPP are expected to show program-level awareness and commitment to 
joint activities; for this purpose, the 5G-PPP has initiated several groups to “promote” this discussion as well as 
further interactivity and (common) understanding among the related projects.  
 
Beneficiaries are required to create and/or participate in boards and advisory structures together with 
representatives from complementary projects. The active Working Groups have been initiated by the 5G-
Infrastructure Association and by decisions identified in the actual projects on needs appearing as important 
aspects to pave the way towards the 5G system. The process is ongoing and, depending on the wider progress, 
new WGs can be organized during the actual phase 2 of the 5G-PPP framework. 
 
The Work Groups originated within the context of phase 1 and 2 are: 
 
 Pre-Standardization WG; 
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 Spectrum WG; 

 
 5G Architecture WG; 

 
 SDN/NFV WG; 

 
 Network Management & QoS WG; 

 
 Vision & Societal Changes WG; 

 
 Security WG; 

 
 Trials WG; 

 

 SME WG; 

 

3.3.1 Positioning with respect to other 5G-PPP Phase-1 projects 

The 5G ESSENCE Project intends to exploit the assets coming from different projects of the 5G-PPP Phase-1. 
These assets can take various forms, such as knowledge, software modules, prototypes, etc. Based on this, the 
following Table 4 summarises the main technological assets from previous 5G-PPP Phase-1 projects that are 
relevant to the 5G ESSENCE.  
 
Then, the different sub-sections provide specific details about the use cases considered in each one of these 
specific projects. 
 

Table 4: Main assets from 5G-PPP Phase-1 projects that are relevant to 5G ESSENCE 

5G-PPP 

Phase-1 

projects 

 

Project outcomes and relevance to 5G ESSENCE 

C
o

m
m

o
n

 

p
ar

tn
e

rs
 

 SESAME 

 

During 5G-PPP Phase-1, the ongoing SESAME project targeted the evolution of 

the small cell concept by integrating processing power to the small cell to 

execute novel applications and network services, to enable multi-tenancy and 

also to provide intelligence to the network edge through NFV.  

For that purpose, SESAME has already identified the necessary architecture 

and solutions for providing multi-tenancy in virtualised small cells [37], [73], 

[17] and for managing and orchestrating a CESC cluster [53], [55]. The 5G 

ESSENCE will start from these concepts and will provide an evolution of the 

SESAME highly agile platform, in order to “meet” the Phase-2 requirements, 

i.e., able to cover the specific network needs of vertical sectors and their 

interdependencies.  

 

The definition of use cases in SESAME followed a two-step approach. In fact, in 

the first step, a set of eleven (-11-) use cases were initially identified [19]. 

Then, at a later stage, the set of use cases was narrowed down to the 

following ones [38] so that to procced to further evaluation, also in parallel 

with related trials:  

 Sporadic crowd event, intended to demonstrate the automatic 

deployment of selected VNFs for two operators in a venue that at 

OTE, CNET, 

ITL, ATOS, 

EHU, 

ORION, 

i2CAT, 

NCSRD, 

UPC, ATN 
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some time experiences high density of visitors due to an event (e.g., a 

festival, meeting, outdoors concert, etc.). 

 Radio and Light DC Slicing, intended to demonstrate the provision of 

multimedia services at the edge by classifying the traffic of the 

different tenants and by dynamically slicing the amount of 

bandwidth.  

 Service Function Chaining (SFC) in multi-tenant environment, which 

focuses on the orchestration and automatic deployment of VNFs into 

the CESC cloud infrastructure and upon providing on the top, an SDN-

enabled SFC between network services involving both, Cloud-based 

and Telco-based VNFs. 

 Radio Network Capacity Planning and Operation mechanisms of the 

Small Cell Network Operator, focused on the extraction of exploitable 

knowledge about the network behavior to drive the design of 

advanced planning strategies and self-optimization algorithms. 

The rest of use cases that had been initially identified included: (1) Elastic 

operator SLAs enforcement in multi-operator CESC with edge monitoring and 

control; (2) indoor small cells; (3) Blind Spots; (4) Communications in High 

Density Areas; (5) SESAME Platform Deployed for a moving hotspot; (6) 

Wireless critical lifetime communication, and; (7) Multimedia services at the 

mobile edge and inter-operator edge caching. 

 

SONATA SONATA focuses on a customised SDK for VNFs and composed services. For 

the 5G ESSENCE service deployment, SONATA can provide service patterns and 

description techniques for composed services. Moreover, SONATA SDK may be 

useful for adding monitoring analysis and debugging tools to existing VNFs of 

the consortium. The SONATA project has defined the following use cases, 

where the main project contributions can be applied: 

 Internet of Things (IoT) demonstrates SONATA’s ability to monitor, 

classify, and optimize IoT network traffic as an enabler of Smart City 

ecosystem. 

 Virtual CDN (vCDN) manifests SONATA’s capabilities to enhance a 

virtual CDN service with elasticity and programmability. 

 

Guaranteed, resilient and secure service delivery in Industrial Networks 

represents industrial network services with the scope of defining a 

programming model, the design of SDK and the design of the service execution 

environment. 

 Virtual Evolved Packet Core (vEPC) exhibits and asses the SONATA 

system’s competence to enhance a virtual EPC service in a LTE mobile 

network. 

 Personal Security Service targets SONATA’s potential to offer on-

demand network security services to enable secure network access 

and online presence. 

 Separate Client and Hosting Service Providers (SCHProv) demonstrates 

SONATA’s support for internetworking between a client service 

provider and a host service provider to accomplish an end-to-end 

service. 

ATOS, NEC, 

TCS, 

NCSRD, 

i2CAT 
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COHERENT 

 

COHERENT targets on efficient radio resource modelling and management in 

programmable radio access networks. Software-defined networking for radio 

access networks is a topic of common interest with the 5G ESSENCE. The 

unified programmable control framework of the 5G ESSENCE, apart from the 

5G heterogeneous radio access networks, also targets to the management of 

VNFs into modular (micro) data centres at the network edge. 

 

Below, we present a set of use cases where the COHERENT approach is 

applied: 

 Offloading for load balancing: This use case considers an open design 

platform for LTE and Wi-Fi load balancing or/and offloading scenarios 

based on network information interworking. 

 Spectrum management: Due to the potentially large area to be 

considered, a set of sub use cases is identified, such as spectrum 

sharing between microwave links and WiMAX networks, as well as 

between two TD-LTE networks. 

 RAN sharing: In this use case the unique programmability features of 

OpenAirInterface (OAI) is exploited by considering scenarios where 

the eNodeB is virtualized and supports concurrent operation of 

multiple MVNOs with specific scheduling principles per operator. 

 Throughput improvement: This use case considers for per-user-

throughput improvement using distributed antennas designs (DAS). 

This paradigm includes deployment of RRH, UE pairing based on a 

selection transmission technique for improving/maintaining per user 

throughput and coverage extension. 

 

OTE, TCS, 

CNET 

SPEED-5G 

 

5G defines a new paradigm named extended Dynamic Spectrum Allocation 

(eDSA) that provides a technology agnostic generalized framework for radio 

resource utilization. This solution aims to break the traditional technology silos 

that penalizes the user experience, by defining a resources pool conformed by 

spectrum resources, radio access technologies and licensing models (licensed, 

lightly licensed and unlicensed access) that allows for maximizing the quality of 

experience through an innovative centralized service-aware radio resource 

management.  

SPEED-5G defined a protocol stack and network architecture following, by 

using as a baseline the network slicing, control plane and user plane 

separation focusing the efforts of the project in defining a novel MAC layer. In 

that sense the MAC layer was proposed as the protocol stack harmonization 

point for implementing inter-RAT carrier aggregation, being able to aggregate 

different 5G radio interfaces with different waveforms and numerologies 

together with legacy waveforms like LTE or WiFi, using a centralised RRM layer 

that provided the service aware distribution of the radio resources for 

maximizing the quality of experience. Although the spectrum management is 

not part of the scope of 5G ESSENCE, an optimal resource utilization together 

with interference mitigation with the given spectrum pool are topics of 

paramount importance for the case of the 5G ESSENCE, as a centralized 

controller maximizes its efficiency when its able to perform joint optimization 

of the radio resource utilization in a given pool of base stations, which can be 

INTEL 
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considered as a pool of physical resources in time, frequency and space 

domains. In this respect, specific outcomes of SPEED-5G like the novel Medium 

Access Control (MAC) architecture and centralised RRM functionalities 

described in [49] constitute valuable inputs for building the cSD-RAN controller 

of the 5G ESSENCE and for developing optimised cRRM strategies for the CESC 

clusters. 

The use case scenarios selected by the project focus on enhanced dynamic 

spectrum access (eDSA) with three degrees of freedom namely densification, 

service-aware radio resource management over heterogeneous wireless 

technologies and better load balancing across available licensing models and 

spectral resources. The project has specifically selected three eDSA-related 

scenarios: 

 Massive IoT Communications (mIoT). 

 enhanced Mobile Broadband (eMBB). 

 Ultra-Reliable Communications (URC). 

 

Within each of the selected eDSA scenarios the project is focusing on three 

specific use cases: 

 Dynamic channel selection. 

 A novel MAC Layer design for aggregating FBMC using licensed, lightly 

licensed and unlicensed access models, with contention and non-

contention based random access. 

 Enhanced, multi-RAT and context-aware, service oriented radio 

resource management and allocation schemes that will offer capacity 

and coverage extension, as well as improved spectrum utilization in 

Dense and Ultra-Dense Networks for supporting Ultra-Broadband 

Wireless and Massive IoT applications. 

 

SUPERFLUID

ITY 

SUPERFLUIDITY offers a converged solution to deal with the complexity 

emerging from three forms of heterogeneity: heterogeneous data traffic and 

end-points, heterogeneity in services and processing needs and heterogeneity 

in access technologies and their scale. Cloud-based architectures, virtualisation 

of radio and network processing or software acceleration are some of the 

topics of mutual interest for both projects.  

Specific assets of SUPERFLUIDITY that are relevant to 5G ESSENCE include the 

control framework presented in [28], which encompasses both C-RAN and 

MEC, the management and orchestration concepts presented in [66], which 

include MEC service relocation, and the monitoring tools for anomaly 

detection in VNFs discussed in [59]. These aspects should be considered when 

devising the dynamic telemetry and analytics tools and the orchestration of 

distributed services in the 5G ESSENCE. 

 

The key use case scenes are as follows: 

 Automated deployment of a C-RAN and MEC components at the edge 

and central clouds. SDN enabled advanced management and control 

over network resources (specifically client access control, extended 

network operator management, network reliability). 

 Automated off-line characterisation of services, e.g. video 

NEC, INTEL 
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transmuxing to identified optimised deployment options i.e. resource 

allocations for KPI adherence, utility driven deployment location, 

service fingerprint, cost vs performance on boarding reasoning. The 

off-line characterisation/optimisation provides input to service 

orchestrator e.g. optimised deployment templates, key monitoring 

metrics, etc. 

 Telemetry and analytics driven dynamic workload scaling in central 

DC location. 

 Policy driven service relocation from central DC to edge-based MEC. 

 Container-based service deployment at the edge – combined video 

stream content and user-specific content into an advert stream. 

 Unikernel-based service deployment – DDoS service attack mitigation 

at the cloud edge. 

 “Hot Swap” load balancing function replacement – real-time 

replacement of open LBaaS with commercial VNF based version. 

 

5G NORMA 5G NORMA is based on the concept of joint optimization of RAN and CN, 

adaptive (de)composition of mobile network functions and their placement in 

the most appropriate location. The 5G NORMA software-defined mobile 

network control may be exploited by 5G ESSENCE towards optimising the 

operation of network functions. The functional architecture presented in [61] 

and the design principles for network slicing presented in [65] constitute 

valuable inputs to be considered when defining the service oriented network 

slicing of the CESC platform in 5G ESSENCE. 

The focused concepts are: 

 Dynamic adaptation to daily fluctuations in traffic demand as well as 

rapid load variations in small cells. 

 Efficient handling of diverse service requirements. 

 Support for multi-tenant and multi-service scenarios. 

 Service- and context-dependent adaptation of network functions. 

 

The considered use cases are: 

 Mobile broadband for statically-provided and vehicular 

communications. 

 Emergency service. 

 Industrial control. 

 Sensor networks and IoT. 

 

NEC 

5G-XHAUL 

 

5G-XHAUL evolves wireless and optical transport to connect small cells to the 

core network, and builds a software-defined cognitive control plane able to 

forecast traffic demand. Thus, it can provide building blocks to the 5G ESSENCE 

for CESC backhauling and RAN coordination.  

The main 5G-XHAUL use case will allow to transport both fronthaul and 

backhaul traffic over the same infrastructure. Fronthaul CPRI traffic between 

massive MIMO and the LTE BBU is carried by the architecture while, at the 

same time, carrying video traffic for multiple operators between media 

services and Wi-Fi access points. 

i2CAT 
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FANTASTIC-

5G 

The main challenge for FANTASTIC-5G is to develop a modular air interface 

which is able to support all the anticipated use cases with highest efficiency 

and scalability, without being overly complex on the network side.  

The 5G ESSENCE can make use of all the lessons delivered from this project, 

especially in relation with multi-cell radio resource management. This includes 

the radio resource allocation framework for the new 5G air interface 

presented in [58], which can be useful when developing the cSD-RAN 

controller of the 5G ESSENCE. Also the techniques for efficient support of 

broadcast and multicast described in the same document, can be relevant for 

the 5G ESSENCE use case on edge network acceleration in a stadium. The 

planned PoCs in FANTASTIC-5G are classified by the project into three main 

categories:  

 Post-orthogonal frequency division multiplexing (OFDM) waveform 

prototyping. 

 Coexistence aspects evaluation. 

 Software-defined Radio (SDR) - based demonstration for enhanced 

broadcast and multicast transmission. 

 

The PoC is considering the following scenarios: 

 Vehicular Communications: This is focused on the establishment of 

communication links in mobile environments, such as between the 

classical infrastructure and a moving vehicle, or communication 

between vehicles (V2X). 

 Massive machine communications (MMC): This is focused on the 

coexistence of cellular users with MMC-type users such as sensors 

e.g. sharing the same spectrum resources. 

 Mission Critical Communications (MCC): This use case focuses on 

scenarios where sensor and control messages need to be transmitted 

between communicating elements with very low latency and very 

high reliability (e.g. safety and security applications). The MCC related 

scenarios will illustrate how Fanstatic-5G candidate waveforms can 

support the very low latency requirement of MCC services. 

 

INTEL 

METIS-II METIS-II provides an overall 5G RAN design, describing an overall protocol 

stack architecture with all the functionalities and interfaces needed to fulfil 

the 5G vision, something of high relevance for the 5G ESSENCE. In particular, 

the control plane design of [30] and the resource abstraction modelling for 

agile resource management with the new 5G air interface described in [21] 

should be reference inputs for the 5G ESSENCE, when devising the cSD-RAN 

controller and the associated cRRM functionalities. The project has identified 

five specific use cases: 

 Dense urban information society: This UC is focused on the 

connectivity required at any place and at any time by humans in 

dense urban environments, including both indoor and outdoor 

environments. 

 Virtual reality office: This use case relates to the evolution of today’s 

tele-presence services into high-resolution 3D versions, which will 

allow people to have the experience “as if you were there“. 

INTEL 
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Specifically focusing on distributed teams interacting with high 

resolution 3D scenes. 

 Broadband Access Everywhere: Internet access at any time and at any 

place with a consistent user experience with respect to throughput. 

Targeted value of 50 Mbps. 

 Massive distribution of sensors and actuators: The use case focuses 

on massive deployment of low cost and low energy consumption 

devices that need to communicate with other devices and with the 

network. Specifically focusing on tracking of portable objects. 

 Connected Cars: This use case addresses information exchange 

among vehicles and with the infrastructure to enable the provision of 

safety hints to the driver or warnings about the road status Focused 

specifically on reliability, availability, and latency of automotive safety 

services for traffic efficiency and safety. 

 

COGNET To improve scalability, resilience and security, COGNET implements a network 

management platform by leveraging on big data and machine learning 

techniques. The algorithmic concepts are relevant for the 5G ESSENCE 

analytics for capacity prediction and anomaly detection, which will also be 

based on past traffic patterns by analysing traffic traces. In particular, these 

concepts should be taken as a reference when developing both the RRM/SON 

functions of the cSD-RAN controller and the telemetry and analytics module of 

the CESCM.  

 

The use cases explored in COGNET project are:  

 Situational Context, presenting how the system will handle 

exceptional situations due to external environmental conditions 

which cannot be directly detected within telecommunication 

systems. Based on Machine learning techniques, network traffic will 

be analysed and automatically allocate resources based on the 

services.  

 Just-in-time Services, referring to how cognitive network 

management techniques will enable the reduction of creation time. 

Services will be adapted and dynamically created on-demand based 

on cognitive network management techniques. 

 User-Centric Services, moving towards a richer and more complex 

service catalogue, to support high-quality connectivity practically 

anywhere and anytime, tailoring services based on user’s needs and 

subscription-based patterns.  

 SLA Enforcement, handling in an automated and efficient way the 

level of service guaranteed to a user or service by the network 

operator, and to ensure quality of service parameters. 

 Optimized Services in Dynamic Environments, enabling the network to 

manage the network services from migration, scaling or SFC changes 

in the service to optimize the on boarding time, to evolve at much 

faster rates, in function of customers’ needs and demands.  

 Collaborative Resource Management, where radio resources are 

shared, and both the network and the applications exchange 

- 
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metadata so as the network can verify and extend the available 

metadata. This information will be used to improve network 

conditions and user experience. 

 

SELFNET SELFNET develops a self-organised network management in NFV and SDN, by 

using artificial intelligence (AI). Details about the five-layered architecture for 

providing SON in an SDN/NFV network are given in [23]. Separation of data 

and control layer is considered in this architecture. These concepts should be 

taken as a reference by the 5G ESSENCE, when developing both the RRM/SON 

functions of the cSD-RAN controller and the telemetry and analytics module of 

the CESCM. Similarly, the distributed 5G SON orchestration may be useful for 

5G ESSENCE SON functionalities.  

 

The use cases defined in the SELFNET project are: 

 Self-healing, in order to detect and predict common 

failures/malfunctioning in 5G network infrastructure (hw/sw failures, 

infrastructure/operation vulnerabilities or power supply 

interruptions) to apply reactive or preventive recovery, developing 

analyser to infer Health of Network metrics coupled with self-healing 

diagnosis intelligence to derive potential problems. 

 Self-protection to detect and mitigate effects of cyber-attacks and 

restore 5G network traffic to a steady state of security, through a 

deployed and chained at different locations of the network.  

 Self-optimization to automatically respond to degradation of QoE 

levels (either actual or predicted), coupled with end-to-end proactive 

energy management for optimized resource deployment across the 

5G network. 

 

- 

 

3.3.2 Positioning with respect to other 5G-PPP Phase-2 projects 

In the second phase of 5G-PPP actions, among the aims of the actual Phase-2 Projects is to leverage the 
achievements resulted from the first phase and pave the way towards realizing 5G. The governance model of 
the 5G-PPP foresees that R&I actions resulting from relevant calls of the Horizon 2020 LEIT ICT actions

15
 should 

be implemented as a program to reach high industrial impact. For this purpose, a collaboration agreement 
clause (Article 41.4) has been signed by all involved project partners, as part of the Grant Agreement in order to 
accelerate on proof of concepts and demonstrators.  
 
The research and innovation actions identified in this phase are: 
 
 Wireless access and radio network technologies;  

 
 High capacity elastic optical networks 

 
 Software networks; 

 
 Cooperation with Taiwan in access convergence; 

 

                                                           
15

  See, for example, the information framework included in: https://ec.europa.eu/programmes/horizon2020/en/h2020-
section/information-and-communication-technologies. 

https://ec.europa.eu/programmes/horizon2020/en/h2020-section/information-and-communication-technologies
https://ec.europa.eu/programmes/horizon2020/en/h2020-section/information-and-communication-technologies
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 5G Access leveraging optical technologies & network applications; 
 

 Programme integration, monitoring. 
 

Many projects of the 5G-PPP Phase-2 are active in this field, aiming at defining the actions for the 5G networks 
towards the 2020 milestone. Figure 6 presents the related ongoing projects as part of the second phase.  
 

 

Figure 6:  Phase-2 projects 

We list the projects and the available websites of the phase 2 projects. More information can be found by 
accessing each project separately. 
  
 5G ESSENCE: Embedded Network Services for 5G Experiences [http://www.5g-essence-h2020.eu/ ] 

 
 5GCAR: Fifth Generation Communication Automotive Research and innovation [www.5gcar.eu] 

 
 5GCITY: A Distributed Cloud and Radio Platform for 5G Neutral Hosts [www.5gcity.eu/]  

 
 5G-MEDIA: Programmable edge-to-cloud virtualization fabric for the 5G Media industry 

[http://www.5gmedia.eu/] 
 

 5G-MoNArch: 5G Mobile Network Architecture for diverse services, use cases, and applications in 5G and 
beyond [https://www.5g-monarch.eu]  
 

 5G-PHOS: 5G integrated Fiber-Wireless networks exploiting existing photonic technologies for high-
density SDN-programmable network architectures [https://5g-ppp.eu/5g-phos/] 
 

 5G-PICTURE: 5G Programmable Infrastructure Converging disaggregated neTwork and compUte Resources  
[http://www.5g-picture-project.eu/] 
 

 5GTANGO: 5G Development and Validation Platform for global Industry – specific Network Services and 
Apps  [www.5gtango.eu] 
 

http://www.5g-essence-h2020.eu/
http://www.5gcar.eu/
http://www.5gcity.eu/
http://www.5gmedia.eu/
https://www.5g-monarch.eu/
http://www.5g-picture-project.eu/
http://www.5gtango.eu/
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 5G-TRANSFORMER: 5G Mobile Transport Platform for Verticals [http://5g-transformer.eu/] 
 

 5G-Xcast: Broadcast and Multicast Communication Enablers for the Fifth Generation of Wireless Systems 
[5g-xcast.eu] 

 

 BlueSpace: Building on the Use of Spatial Multiplexing 5G Networks Infrastructures and Showcasing 
Advanced technologies and Networking Capabilities [https://5g-ppp.eu/bluespace/] 
 

 IoRL: Internet of Radio Light [https://5g-ppp.eu/iorl/] 
 

 MATILDA: An Holistic, Innovative Framework For The Design, Development And Orchestration Of 5g-
Ready Applications And Network Services Over Sliced Programmable Infrastructure [http://www.matilda-
5g.eu/] 
 

 METRO-HAUL: METRO High bandwidth, 5G Application-aware optical network, with edge storage, 
compute and low Latency [https://metro-haul.eu] 
 

 NGPaaS: Next Generation Platform as a Service [http://ngpaas.eu] 
 

 NRG-5: Enabling Smart Energy as a Service via 5G Mobile Network advances  [www.nrg5.eu/] 
 

 ONE5G: E2E-aware Optimizations and advancements for the Network Edge of 5G New Radio  
[www.one5g.eu] 

 

 SaT5G: Satellite and Terrestrial Network for 5G [https://5g-ppp.eu/Sat5G/] 
 

 SLICENET: End-to-End Cognitive Network Slicing and Slice Management Framework in Virtualised Multi-
Domain, Multi-Tenant 5G Networks [https://slicenet.eu/] 
 

 Global5g: Global vision, standardisation & stakeholder engagement in 5G [www.global5g.org] 
 

 TO-EURO-5G: [https://5g-ppp.eu/euro-5g/] 
 

 Complementary 5G Projects: (EU-Taiwan)  
o 5G-CORAL: A 5G Convergent Virtualised Radio Access Network Living at the Edge [http://5g-

coral.eu/] 
 

o Clear5G: [http://www.clear5g.eu/] 
 
This picture from the 5G-PPP (Figure 7) describes the draft version cartography of the relation between the 
projects:  

http://5g-transformer.eu/
http://5g-xcast.eu/
http://www.matilda-5g.eu/
http://www.matilda-5g.eu/
https://metro-haul.eu/
http://ngpaas.eu/
http://www.one5g.eu/
https://slicenet.eu/
http://www.global5g.org/
http://5g-coral.eu/
http://5g-coral.eu/
http://www.clear5g.eu/
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Figure 7: Relation between 5G projects by 5G PPP 

 
All projects have been presented in dedicated Sessions during the recent EuCNC-2017

16
 event (European 

Conference on Networks and Communications 2017) that took place in Oulu, Finland (June 12-15, 2017), 
sponsored by the European Commission. During the above EuCNC-2017 Conference, results of the consecutive 
programs on R&D and projects co-financed by European programs have been showcased; in addition latest 
developments in the 5G area have also been discussed. 
 
The following picture “depicts” the Relevance and Impact on the 5G-PPP Working Groups and joint activities, to 
get an overview of the projects of Phase-2 (Figure 8). The second picture (Figure 9) highlights the goals and KPIs 
of the 5G-PPP, and the relation between the different projects of Phase-2. This will help to identify common 
goals as well as to promote collaboration between the related projects. 
 

 

Figure 8: Relevance and impact of 5GPPP activities
17

 

 

                                                           
16

  For further details about EuCNC-2017 also see: http://www.eucnc.eu/2017/www.eucnc.eu/ . 
17

  5G Infrastructure Public Private Partnership (5G PPP) website: https://5g-ppp.eu/. 
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Figure 9: KPIs identified 

Within the scope of the 5G ESSENCE effort, the responsible partners commit to help the collaboration between 
projects are described as follows (Table 5): 
 

Table 5: 5G ESSENCE Working Group participation 

 
 

All this collaboration between the projects of Phase 2 will be further monitoring during the task 2.4, also 
described in this WP. The final report will be produced on month 18 (M18) of the Project.  
 

3.4 5G technology trends 
Ubiquitous communications, primarily enabled by mobile cellular networks, have become the most prominent 
feature of modern day connected life. However, with virtually every passing day, new applications and use-
cases emerge, that bring new requirements and challenges for mobile networks. The LTE/LTE-A networks have 
supported most of the requirements for Internet access, multimedia and legacy mobile applications till date, 
but the future presents challenges that will require significant progress from the current state of mobile 
networks. The 5G networks promise to take a big leap forward in accommodating the existing and foreseen 
future network application requirements and/or related uses cases by supporting, among others, massive 
connectivity, data throughput and lower latencies. This has invigorated interest in 5G networks development 
and provided motivation to several new technological trends via: targeting the architecture of future networks; 
enabling innovative user and device-centric application support, and; accommodating new business use-cases. 
This section summarizes some of the emerging new technology trends that will define -as expected- the 
characteristics of 5G mobile communication networks and application use-cases. 
 

3.4.1 RAN slicing 

Unlike current 4G systems mainly designed to provide a “one size fits all” mobile broadband solution, the 5G 
systems are intended to simultaneously support a wider range of application scenarios and business models 
(e.g. automotive, utilities, smart cities, high-tech manufacturing) [50]. This expected versatility comes with a 
high variety of requirements on network functionalities (e.g.: security, mobility, policy control features) and 
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expected performance (e.g.: peak rates above 10Gbps, latencies below 1 ms with 10-5 reliability, 500 km/h 
mobility target) that cannot always be “met” through a common network setting (e.g.: optimizing the network 
for low latency with high reliability could come at the expenses of reduced spectral efficiency).  
 
In this context, support for network slicing in 5G systems has become a “foundational” requirement, allowing 
5G system operators to compose and manage dedicated logical networks with specific functionalities but 
“without losing the economies of scale” of a common infrastructure [2]. Each one of these logical networks, 
referred to as network slice, can be tailored to fulfil at least a couple of purposes: 
 
 To provide a particular system behaviour (i.e., slice type) through the use of specific control plane (CP) 

and/or user plane (UP) functions to best support specific service/applications domains (e.g. optimized 
protocols for enhanced Mobile Broadband (eMBB), massive Machine Type Communications (mMTC), 
Ultra-Reliable and Low Latency Communications (URLLC)). For instance, a User Equipment (UE) for smart 
metering applications can be served through a network slice with radio access tailored to very small, 
infrequent messages and with no need to implement unnecessary functions (e.g., no mobility support). 

 
 To provide a particular tenant (i.e., an organization or business entity entitled to use the network slice) 

with a given level of guaranteed network resources and isolation with regard to the operation of other 
concurrent slices. For instance, UEs/subscribers of a Public Safety (PS) agency can be served through a 
network slice that guarantees a minimum capacity, during network congestion periods. 

 
Network slicing allows differentiated treatment in a network depending on each customer, device or 
application requirements. In this way, it is possible for Mobile Network Operators (MNOs) to consider 
customers as belonging to different tenant types with each having different service requirements that govern in 
terms of what slice types each tenant is eligible to use, based on Service Level Agreement (SLA) and 
subscriptions. Network slices may differ for supported features and network functions optimisations. The 
operator may deploy multiple network slices, delivering exactly the same features but for different groups of 
UEs; for example, as they deliver a different committed service and/or because they may be dedicated to a 
customer. 
  
3GPP has recently completed the normative specifications regarding service and operational requirements to 
support network slicing [3] and work has started on both system architecture aspects [4] and related 
management and orchestration capabilities in [5] and more recently in [11]. Simultaneously, the network slicing 
concept has been addressed in the 5G architectures of different research projects such as 5G-NORMA [62], 
METIS-II [48] or SESAME [36]. Indeed, a complete solution for network slicing combines multiple facets, ranging 
from virtualization techniques for the abstraction and sharing of radio resources (e.g. network virtualization 
substrate concept in [56]) up to network slice lifecycle management solutions enabling the delivery of Network 
Slice as a Service (e.g. 5G network slice broker concept in [64]).  
 
In the context of 3GPP, a network slice is identified by the Single Network Slice Selection Assistance Information 
(S-NSSAI), which is comprised of a Slice/Service type (SST), which refers to the expected Network Slice 
behaviour in terms of features and services and a Slice Differentiator (SD), which is optional information that 
complements the Slice/Service type(s) to differentiate amongst multiple Network Slices of the same 
Slice/Service type. There are three standardized SSTs [4]: 
 

 SST=1: eMBB: This is the slice suitable for handling 5G enhanced mobile broadband applications including 
streaming of high quality video, fast large file transfers, etc. It is expected that this SST supports high data 
rates and high traffic densities. 
 

 SST=2: URLLC (ultra-reliable low latency communications): This slice supports ultra-reliable low latency 
communications for applications including, industrial automation, (remote) control systems, etc. 
 

 SST=3: mIoT (massive IoT): This slice allows the support of a large number and high density of IoT devices 
efficiently and cost effectively. 
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A single UE can simultaneously be served by one or more Network Slice instances via a 5G-RAN, with a limit of 
at most eight Network Slices at a time [4]. A PDU (Protocol Data Unit) session (i.e. the association between a UE 
and data network that provides the exchange of PDUs) belongs to one and only one specific Network Slice 
instance per PLMN. Different Network Slice instances do not share a PDU session, though different slices may 
have slice-specific PDU sessions using the same Data Network Name (DNN). 
 
The realization of network slices considers, in the most general case, support for specific features and resources 
both in the 5G Core Network (5GC) part, referred to as Core Network (CN) slice, and in the New Generation 
RAN (NG-RAN) part, referred to as RAN slice.  
 
CN slices are to be realized through the deployment of a combination of a highly modularized set of 5GC 
functionality for CP and UP functions, including network functions (NFs) for e.g. network registration and 
mobility management (i.e. Access and Mobility Management Function (AMF)), 5G connectivity service handling 
(i.e. Session Management Function (SMF)), user plane forwarding and QoS handling (i.e. User Plane Function 
(UPF)), etc. All these 5GC NFs are likely to be implemented as virtualized network functions (VNFs) running on 
multi-tenant cloud infrastructures [57] and flexibly orchestrated as required. 
 
The NG-RAN in 5G New Radio (NR) fundamentally consists of gNBs and/or eLTE eNBs, which are single NFs that 
provide the UP/CP protocol terminations towards the UEs and embed all the radio access functionality. 
Specifically, a gNB is a NG-RAN node operating the New Radio (NR) interface while an eLTE eNB is conceived as 
the evolution of the legacy eNB to support connectivity to both legacy CN (i.e. Evolved Packet Core (EPC)) and 
5GC and so facilitate co-existence and migration options [8]. A gNB or an eLTE eNB supports one or more radio 
cells. Specific radio resources (i.e. one RF carrier) are assigned to a radio cell, which is operated under a 
common set of control channels (e.g. synchronisation, broadcast) and uniquely identified by a cell ID. 
 
In RAN slicing, a quite diverse range of UEs could be connected to the same NG-RAN node, though potentially 
served via different network slices. The realization of the RAN slices requires addressing how the pool of radio 
resources (i.e. RF bandwidth) allocated to one NG RAN node can be configured and operated to simultaneously 
deliver multiple and diverse RAN behaviours, turning the RAN slicing support into a much more challenging 
issue than CN slicing. In this respect, in [63] the slicing of the RAN is addressed from the perspective of the 
Radio Resource Management (RRM) techniques that can be used as a support for splitting the radio resources 
among the slices. In turn, [35] proposes a framework for the support and specification of RAN slices based on 
the definition of a set of configuration descriptors that characterize the features, policies and resources to be 
put in place across the radio protocol layers of a next generation RAN node. 
 
The support of RAN slicing in 5G NR is based on the following key principles [8], [10]: 
 
 RAN awareness of slices: NG-RAN supports a differentiated handling of traffic for different network slices 

which have been pre-configured. The set of network functions that comprise each slice is implementation 
dependent.  

 
 Selection of the RAN part of the network slice: The selection of the RAN part of the network slice is 

supported by means of assistance information provided by the UE or the 5GC which unambiguously 
identifies one or more of the pre-configured network slices in the PLMN. 

 
 Resource management between slices: The NG-RAN supports policy enforcement between slices as per 

service level agreements and the NG-RAN should be free to apply the best RRM policy for the SLA in place 
to each supported slice.  

 
 Support of QoS: The NG-RAN supports QoS differentiation within a slice. To enable differentiated handling 

of traffic for network slices with different SLA, the RAN is configured with a set of different configurations 
for different network slices. The appropriate configuration for the traffic for each network slice is selected 
by means of a slice ID. 
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 RAN selection of CN entity: For initial attach, the UE may provide assistance information to support the 
selection of an AMF. In this case, the NG-RAN uses this information for routing the initial NAS to an AMF. 
Otherwise, the NG-RAN sends the NAS signalling to a default AMF. For subsequent accesses, a temporary 
identifier, which is assigned to the UE by the 5GC, allows routing the NAS message to the appropriate 
AMF. 

 
 Resource isolation between slices: Resource isolation enables specialized customization and avoids one 

slice affecting another slice. The mechanisms to support resource isolation in the RAN are implementation 
dependent. In this respect, each slice may be assigned with either shared or dedicated radio resources. 
For the case of shared resources, isolation may be achieved by means of RRM policies and protection 
mechanisms that should avoid that shortage of shared resources in one slice breaks the service level 
agreement for another slice. For the case of dedicated radio resources to a slice, the slice may be isolated 
and configured with specific time/frequency/code resources, access channel, independent access control, 
load control, etc. 

 
 Slice availability: Some slices may be available only in part of the network. Awareness in the NG-RAN of 

the slices supported in the cells of its neighbours may be beneficial for mobility procedures and RRM 
algorithms in connected mode.  

 
 Support for UE associating with multiple network slices simultaneously: In case a UE is associated with 

multiple slices simultaneously, only one signalling connection is maintained and for intra-frequency cell 
reselection, the UE always tries to camp on the best cell. For inter-frequency cell reselection, dedicated 
priorities can be used to control the frequency on which the UE camps. 

 
 Granularity of slice awareness: Slice awareness in NG-RAN is introduced at PDU session level, by 

indicating the S-NSSAI corresponding to the PDU Session, in all signalling containing PDU session resource 
information. 

 
 Validation of the UE rights to access a network slice: The 5GC has to validate that the UE has the rights to 

access a network slice.  
  

The management and orchestration of network slices relies on the concept of Network Slice Instance (NSI), 
which is a managed entity in the operator's network with a lifecycle independent of the lifecycle of the service 
instance(s), (i.e. service instances are not necessarily active through the whole duration of the run-time phase 
of the supporting NSI) [5]. The management of a NSI involves the following phases [11]: (i) Preparation phase 
that includes the Network Slice Template (NST) design, on-boarding, evaluation of network slice requirements 
and preparation; (ii) commissioning phase that involves the creation of the NSI; (iii) operation phase that 
involves the activation, supervision, performance reporting, modification and de-activation of the NSI, and; (iv) 
decommissioning phase, that involves the termination of the NSI. 
 
The NSI contains NFs belonging to the RAN and the CN. Besides, the management system contains the 
information relevant to the connections between the NFs (topology, link requirements, etc.).  
 
A NSI can be composed by several Network Slice Subnet Instances (NSSI). For example, when instantiating a NSI 
that contains RAN and CN components, these components can be instantiated as two different NSSIs. 
 
NSIs are used to provide communication services with different requirements. Different possibilities exist, such 
as a given NSI providing one or more communication services or a given communication service provided by 
one or more NSIs [11]. 
 
The 3GPP network slicing management framework of [11] is based upon four distinct principles: (i) Use of 
standardized interfaces between the network slicing management functions set and a given network function 
(or its related management function); (ii) multi-vendor interaction between the network slicing management 
functions set and a given network function (or its related management function); (iii) simplification of the 
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management of network functions from the point of view of slicing management, and; (iv) network slicing 
management functions capable to support various network operator deployment options.  
 
The network slicing management functions are not specified in the current version of technical specification 
[11]. However, the previous technical report [5] defines the following functions to manage the NSIs and NSSIs 
to support communication services: 
 
 Communication Service Management Function (CSMF): It is responsible for translating the 

communication service related requirement to network slice related requirements. It communicates with 
the Network Slice Management Function (NSMF). 

 
 Network Slice Management Function (NSMF): It is responsible for management and orchestration of NSI. 

It derives network slice subnet related requirements from network slice related requirements. It 
communicates with the Network Slice Subnet Management Function (NSSMF) and Communication Service 
Management Function. 

 
 Network Slice Subnet Management Function (NSSMF): It is responsible for management and 

orchestration of NSSI. It communicates with the NSMF. 
 

In the context of the ETSI NFV (Network Functions Virtualisation) EVE (Evolution and Ecosystem) group, a study 
item on the impact of network slicing on the ETSI NFV architectural framework is being carried out [33]. In this 
respect, Figure 10 reflects that the Os-Ma-Nfvo reference point can be used for the interaction between the 
abovementioned slicing related management functions (CSMF, NSM and NSSMF) and NFV-MANO. These 
functionalities need to determine the type of NFV Network Services (NSs) that can support the resource 
requirements for a NSI or NSSI, and whether new instances of these NSs, Virtualised Network Functions (VNFs) 
and the connectivity to the Physical Network Functions (PNFs) need to be created or existing instances can be 
reused. Similarly, the NSMF and/or NSSMF would have to maintain an association between NSTs and NFV 
Network Service Descriptors.  
 

 

Figure 10: Network slice management in an NFV framework [33] 
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3.4.2 Edge cloud 

Recent advances in networking technologies such as SDN and NFV, the expansion in the number of users 
connected to the Internet via mobile phones and the proliferation of innovative services and applications has 
put prime focus on how 5G, the next major step in wireless communication networks, is going to evolve and 
support these aspects. Drastic changes to the access and core network architectures are anticipated with 
“Cloud infrastructure” being an important feature in both. Cloud, in its familiar forms of Infrastructure as a 
Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) has transformed many business 
applications and has already found its place in communication networks as well as where many software-based 
core-network functions are hosted in centralized clouds.  
 
The centralized cloud infrastructure, among other benefits such as elastic resource scaling and dynamic 
management and control, provides support for SDN, NFV, and agile network service deployment. However, the 
benefits of centralized cloud do not scale to cope with all the challenges posed by future network applications, 
particularly at the network edge. With centralized cloud architecture, the service provider (SP) and end-users 
(EUs) are usually separated both geographically and from the networking point of view. Several applications 
and use-cases considered for 5G networks such as Virtual Reality (VR) and Augmented Reality (AR), 
Autonomous Driving, Tactile Internet, Location-based services, Social media and Internet of Things (IoT) etc., 
“put” a very high emphasis on having minimum latency and high application level data throughput. The 
centralized cloud architecture and software-based network function implements do not contribute much in 
“addressing” these concerns, such as latency, if anything, can be higher in a software-based network 
architecture. A large part of application layer latency depends on the latency encountered at each link of the 
communication route and by the processing delays at each processing element on that route. These 
accumulated latencies and unreliable data throughput can be a prohibitive constraint for the outlined 5G 
networks use-cases.  
 
It is, therefore, logical to aim to not only to reduce the physical and virtual distance between the service 
providers and the end-users but also minimize the processing latencies at each step. 
 
One approach to “address” these issues is to “bring” the cloud infrastructure hosting the network services 
closer to the end-users, i.e., to the network edge while maintaining a centralized control. Research and 
development of edge-cloud concept has become an important technology trend in the overall landscape of 5G 
networks research and development. Several overlapping concepts with different terminologies such as edge-
computing, multi-access edge computing, Fog computing etc., all follow this trend towards bringing the benefits 
of centralized cloud infrastructure closer to the network edge.  
 
There are several reasons for why the edge cloud is getting such prominence. Cloud at the edge not only 
minimizes the number of communication links (wired and wireless) between the service provider and end-
users, but also reduces the number of processing elements (routers/switches) which add to the overall latency. 
Moreover, edge cloud infrastructure hosting services helps in reducing data and control plane traffic in the 
back-haul network segment, while providing a higher and more predictable application layer data throughput 
to the end-users. However, cloud infrastructure at the edge cannot be like the centralized cloud infrastructure, 
due to many distinguishing features and requirements that are unique to the network edge. Heterogeneity of 
the hosting infrastructure, resource constraints, geographical separation, isolated administrative domains etc., 
will result in a -somewhat- distributed cloud architecture at the network edge. Such a distributed edge cloud 
architecture caters well to the sheer number of different use-cases such as IoT, AI, AR/VR etc., that concern 
different target business and application use-cases. 
 
From a 5G network management and control perspective, edge cloud should be an extension of the centralized 
cloud infrastructure and therefore tied to the overall network management and control framework. In other 
words, edge cloud will require management and orchestration frameworks that are “suited” to the 
heterogeneity of the edge infrastructure, yet seamlessly interfaced with the centralized network management 
and control functions. We can now summarize the distinguishing features and unique requirements associated 
with edge cloud that need to be addressed for its effective realization and are points of focus for the work in 
5G-ESSENCE. 
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 Heterogeneity: Cloud at the network edge must “address” the issue of heterogeneity that will be present 
in several dimensions. The heterogeneity of the underlying hardware architecture, virtualization layer 
abstracting the hardware, SDN and NFV implementation approach, and Management and Network 
Orchestration (MANO) solutions are expected to be drastically different than the ones used for centralized 
cloud solutions. The edge cloud must integrate this heterogeneity into an abstraction that is closer to the 
centralized cloud infrastructure. 

 
 Resource Constraints: Cloud at the edge can be severally resource constrained compared with centralized 

cloud. The infrastructure for the edge cloud is anticipated to be based on user-centric hardware devices 
that have limited resources (compute, storage, networking etc.) rather than data-center specific hardware 
platforms where resource constraints are minimal. This implies that edge cloud must consider cloud 
technologies having small footprint in terms of resources required from the hosting infrastructure. 

 
 Management and Control: Another challenge stemming from the constrained resources and 

heterogeneity is the general lack of MANO solutions tailored to the distributed nature of edge cloud 
infrastructure. The existing data-center virtualization platforms and associated works on SDN/NFV MANO 
have no direct provisions for the characteristics and requirements of the edge cloud. Bringing the benefits 
of SDN and NFV closer to the network edge is of prime importance in the 5G networks context and 
therefore, the MANO solution should be tailored to the previously outlined edge cloud characteristics. 

 
 Lightweight Virtualization: The cloud infrastructure domain is rapidly evolving and new approaches to 

cloud-native service provisioning are emerging. One such evolution is the prominence of alternative 
virtualization approaches based on containers and uni-kernels. Containers and uni-kernels provide 
significant competitive advantages compared to the VM based virtualization. From the SDN and NFV 
perspective, the rapid deployment and instantiation of container and uni-kernels are very important 
characteristics. While containers and uni-kernels development have gained some traction in the 
centralized clouds recently, these technologies are more suited to the edge cloud compared with 
traditional VM based virtualization. 

 
The 5G-ESSENCE Project recognizes most of the challenges and requirements indicated above and the two-tier 
cloud architecture of 5G-ESSENCE supports provisions for edge-cloud infrastructure that is based on specific 
virtualization and MANO framework tailored to heterogeneous network edge. The lightweight approach to 
edge cloud infrastructure supporting SDN and NFV together with RAN management will be the focus of several 
tasks within the 5G-ESSENCE Project. 
 

3.4.3 Multi-RAT RAN 

As stated in [50], connectivity transparency will be a “key feature” for delivering Quality of Experience (QoE) in 
the highly heterogeneous environment considered in 5G. According to the different requirements of the main 
use cases -or services defined by IMT-2020 (i.e. optimized protocols for enhanced MBB (eMBB), massive 
Machine Type Communications (mMTC), Ultra-Reliable and Low Latency Communications (URLLC))- 5G may 
involve a combination of RATs [50]. Thus, it will be required a Multi-RAT network architecture that is able to 
select and configure the most appropriate 5G RAT for the different services. 
 
In parallel with 5G research, LTE/LTE-Advanced continues with evolving and upcoming 3GPP releases that may 
“address” many of the 5G requirements. It is therefore expected that at the time 5G becomes readily available, 
UE devices should permit dual connectivity to both LTE and 5G technologies [68]. For instance, it is anticipated 
that 5G will make use of millimeter wave (mmWave) frequencies, increasing cell capacity at the expense of a 
shorter coverage. Thus, hybrid LTE-5G deployments should be expected, where sub-6 GHz LTE macro cells can 
be used to assure coverage (e.g. providing C-plane data aggregation) while mmWave 5G small cells will boost 
capacity (e.g. U-plane data) [25]. This is also highly consistent with the lack of spectrum resources in sub-6 GHz 
bands for deploying new 5G systems without reforming existing legacy systems. 
 
Non-3GPP RATs should be also considered in Multi-RAT scenarios; especially unlicensed spectrum technologies 
like IEEE 802.11 due to its high availability in deployments and UE devices. Indeed, different LTE-Wi-Fi 
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aggregation strategies have been already specified in several 3GPP Releases (e.g. LTE-WLAN Aggregation (LWA) 
and LTE-WLAN radio level integration with IPsec (LWIP)) [43] and its tight integration within 5G is also expected 
[42]. New standards like IEEE 80211ax

18
 (sub-6 GHz) and IEEE 80211ad

19
/ay

20
 (60 GHz) will provide cell 

capacities in line with 5G requirements, while the OmniRAN Task Group
21

 is working on a heterogeneous IEEE 
802 network reference model which is consistent with SDN principles.  
 
Multi-RAT integration should consider the following requirements and challenges [50], [68], [25]: 
 
 Heterogeneous multi-radio UE devices should be steered to the RAT -or the combination of RATs- that 

best fit to the actual use case without any user interaction (context-awareness). 
 
 Support for traffic steering, aggregation, switching, splitting and packet duplication.  

 
 Support for seamless interworking and mobility. Seamless inter-system authentication should be also 

considered.  
 

 Support for aggregation and integration of control-plane data from different RATs.  
 

 Support for collocated and non-collocated scenarios. In particular, non-collocated scenarios need the 
definition of new interfaces between the different RANs and can limit the integration at layers which 
require a high level of synchronicity (e.g. PHY, MAC or RLC) [68]. On the other hand, integrations based on 
asynchronous layers like PDCP seem to be more feasible [68], as is for instance the case of LWA [43]. 

 
 Support for RAN slicing. As stated in section 3.4.1, networking slicing permits multiple and diverse RAN 

behaviors in a particular node. In case of Multi-RAT RANs, dedicated services could be instantiated in 
different RATs according to UE requirements.  

 

3.4.4 VIM agnostic cloud-radio orchestration 

5G is all about high speeds, bandwidth, multi tenancy, device densification, machine-to-machine 
communications and resource virtualization, but all of that needs to happen: With an unconventional resource 
allocation and being automatically managed. In order to bring added value to the end-to-end services, the 
applications forming these services may need to be placed at different locations in the network topology, e.g. 
the network edge, the backhaul or a remote data center. 
 
Some of the interesting areas to investigate in the 5G ESSENCE context are the ones appearing when studying 
the 5G use cases. A pattern arises: that is, the extremely dynamic user behavior. For instance, 5G-PPP suggests 
use cases for crowded places as stadiums or shopping malls, where the traffic changes dramatically, over time. 
To “address” the previously described challenges, it has been proven that [54], [67] it is much effective to act 
simultaneously over the NFVs and the radio resources, orchestrating virtual infrastructure based on the context 
disregarding where the services will be run at the network edge.  
 
The 5G ESSENCE Project focuses on the case where IT assets are placed at the edge of the network in two 
forms, that is: (i) a cluster of distributed micro-servers forming Light Data Center, and; (ii) a high performance 
power-efficient compact edge server. In the most generic form, the 5G ESSENCE cloud-enabled ecosystem 
might consist of different radio access technologies such as, for example, Wi-Fi, LTE and massive MIMO. 
Moreover, various virtualization technologies might be used to provide added value 5G services at the network 
edge, e.g. virtual machines, containers, uni-kernels. A holistic resource management and orchestration of 5G 
ESSENCE joint radio-cloud environment would increase resource utilization, assuring QoS and cost/energy 
savings. The topics will be discussed in more detail in T4.3. 

                                                           
18

  Also see: https://en.wikipedia.org/wiki/IEEE_802.11ax. 
19

  For further details also see:  https://standards.ieee.org/findstds/standard/802.11ad-2012.html. 
20

  Also see: https://en.wikipedia.org/wiki/IEEE_802.11ay. 
21

  For further information see: http://1.ieee802.org/omniran/. 

https://en.wikipedia.org/wiki/IEEE_802.11ax
https://standards.ieee.org/findstds/standard/802.11ad-2012.html
https://en.wikipedia.org/wiki/IEEE_802.11ay
http://1.ieee802.org/omniran/
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3.4.5 Security 

As we enter the 5G era, mobile networks are rapidly evolving to next generation, virtualized, multi-vendor 
networks. 5G networks will bring a massive number of connected devices, interoperability of new and legacy 
access technologies, a huge increase of bandwidth and set of new business cases but, at the same time, it is 
expected to “bring” novel challenges from the security perspective. As highlighted in Figure 11, security and 
privacy in 5G networks will be characterized by new trust and service delivery models, an evolved threat 
landscape, and increased privacy concerns. In particular, 5G networks will have to manage the following key 
pillars: security assurance, identity management, radio network security, flexible and scalable security 
architecture, energy efficient security, and cloud security [60]. This is because in 5G the security issues are 
radically amplified by the expected multiplication of both the types of stakeholders as well as the numbers of 
tenants. To resolve the potential increased complexity within the system associated with this, it will become 
necessary to work under different contexts and to always consider security realms.  
 

 
Figure 11: The 5G vision for security [70] 

 

Some of the key security requirements in 5G, as highlighted by two major commercial 5G alliances NGMN [51] 
and SimAlliance [71], are as follows: 
 
 5G should be designed to provide more options beyond node-to-node and end-to-end security available in 

today’s mobile systems. 
 

 Design of security solutions (e.g. key exchange/derivation protocols upon handover or when interworking 
with other RATs) should provide better secrecy than 4G. 
 

 Specific security design should be provided for use cases requiring extremely low latency (including the 
latency of initiating communications). 
 

 Improved resilience and availability of the network against signaling-based threats, including overloading 
of the signaling plane by infected IoT or Machine-to-Machine (M2M) devices. 
 

 Improved system robustness against smart jamming attacks of the radio signals and channels. 
 

 Deployment of consistent and effective subscriber/device level security policies within and across 
operator networks. 
 

 Improved security of 5G small cell nodes. 
 

 Faster handling of security procedures. 
 

 Support for flash network traffic. 
 

 Cryptographic integrity protection of the user plane data. 
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The nature of slicing in 5G also leads to a range of specific security requirements. 3GPP SA WG3 [12], who is 
actively involved in determining the security and privacy requirements, and specifying the security architectures 
and protocols for 5G, identifies the following requirements for secure slicing: 
 
 Security isolation of network slices; 

 
 Security mechanism of each slice; 

 
 Security on user equipment’s access to slices; 

 
 Security on sensitive network elements; 

 
 Security on management of slicing; 

 
 Security on interacting with third party; 

 
 Virtualization security. 
 
Yet the security issues in 5G networks do not stop here. The main technological enablers of 5G, such as NFV and 
SDN, give rise to additional and, at the same time, pressing security challenges and growing concerns for user 
privacy. With NFV, network functions become virtual network functions (VNFs) and are no longer isolated from 
each other in dedicated hardware. Isolation now fully relies on the virtualization layer which, as a complex 
software system, cannot be expected to be flawless. Traditional network security concepts that rely on 
separating traffic types, such as user, control and management traffic can clearly be transferred into the NFV 
environment. Also the networking layer within and between racks holding the computing blades typically 
supports approaches for logical traffic separation. Furthermore, security devices such as firewalls required 
between different network zones or intrusion detection and prevention systems, can be implemented as VNFs 
and fulfil their tasks like in traditional network setups. Another relevant issue with NFV is software integrity 
protection. Images of VNF implementations must be readily available in the cloud, in order to support dynamic 
on demand instantiation of new VNF instances. Integrity and confidentiality protection is for sure a 
requirement here.  
 
Similarly, SDN security challenges become more of a concern in 5G networks. SDN is supposed to bring 
significant advantages in terms of flexibility, agility, automation and efficiency of network control. However, 
possible security threats against SDN controllers must not be neglected; instead, they should be suitably 
mitigated by protection measures. This is because an SDN controller running on a cloud is a highly attractive 
target for attacks. An SDN controller may not only be compromised via a flaw in the virtualization software, but 
also via an application programming interface (API) or protocol interface it exposes to applications. Therefore, 
very careful hardening of such interfaces as well as proper authentication and authorization concepts for 
applications accessing the SDN controller seem essential, therefore. More security specifications dedicated to 
accelerating the adoption of SDN and NFV can be found in Open Networking Foundation (ONF) [52]. 
 
From the above analysis it becomes apparent that tailored security at the service and device level should be 
envisioned for 5G. As 5G research projects funded under the Horizon 2020 Work Programme have already kick 
started (i.e., 5G-ENSURE

22
, 5G NORMA

23
, 5G-SPEED

24
, 5GEX

25
, CHARISMA

26
, COGNET

27
, SELFNET

28
, SESAME

29
, 

VIRTUWIND
30

) and 5G activities in standardization bodies have already been scheduled (in particular within 

                                                           
22

  See: http://www.5gensure.eu/. 
23

  See: https://5gnorma.5g-ppp.eu/. 
24

  See: https://speed-5g.eu/. 
25

  See: http://www.5gex.eu/. 
26

  See: http://www.charisma5g.eu/. 
27

  See: http://www.cognet.5g-ppp.eu/. 
28

  See: https://selfnet-5g.eu/. 
29

  See: http://www.sesame-h2020-5g-ppp.eu/. 
30

  See: http://www.virtuwind.eu/. 
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3GPP) to boost the efforts for the provision of security guarantees in 5G, it is also important to start the work 
on the security architecture of 5G systems, in order to ensure that security is built into the 5G architecture right 
from the start.  
 
As the dynamic composition of the 5G infrastructure needs security guarantees within the system that goes 
beyond the mutual authentication and secure communication channel establishment, we will need to delve 
into topics of infrastructure/system integrity and operational security assurance [29]. The “key” here is to go 
beyond the currently prevailing operational security models like prevention and protection, which tend to limit 
degrees of freedom. If the system dynamics is the key to achieve the agility of stakeholders, as recent SDN and 
NFV initiatives suggest, then the survivability must be increasingly understood as the major operational security 
model. Important steps will also include the clarification of the security requirements, the review of existing 
security architectures, in particular the LTE security architecture, and finally the selection of the 5G security 
measures in tight interworking with the design of the general 5G network architecture. 
 

3.4.6 Telemetry and analytics 

The adoption of SDN, NFV, Cloud and Edge Computing in 5G architectures results in environments which are 
primarily software-driven in nature. This transformation towards “softwarization” results in variety of 
challenges in how we manage and monitor these environments. The challenge is further amplified when these 
software functions need to “run” on infrastructure environments built from standard high volume servers 
hosting multi-layer software functions. Telemetry and analytics will play a critical role in the realisation and 
management of 5G network architectures. Telemetry provides the visibility into what is actually happening in 
real-time within the compute, network and storage infrastructures and at the service layers. Analytics, in turn, 
provide actionable insights based on the telemetry data collected. The quality and appropriate exploitation of 
these insights determines the level of intelligence that exists within a 5G system architecture particularly in the 
ability to automate and to provide fine grained management of the network infrastructures.  
 
5G architectures will be highly distributed (in particularly with small cell-based edge deployments), 
heterogeneous and dynamic in nature. These characteristics will have significant implications for the design and 
use of telemetry and analytics systems. For example, when and where analysis takes place will be constrained 
by the available bandwidth, processing power, network bandwidth etc. Data analytics will be required to 
support a wide variety of usage scenarios such as identifying the bandwidth required to deliver a given level of 
user experience, based on application or user profiles. Analytics will also evolve beyond looking at what has 
happen historically within the system to provide views on what will happen in the future, e.g. predictive service 
KPIs. This type of capability will support smarter and more dynamic capacity planning in order to “size” the 
infrastructure resources i.e. more efficient asset utilisation in-line with the needs of the business and 
customers. In addition analytics will be required to underpin faster service deployments and more responsive 
service behaviours based on changes in service context, e.g. bubble loads. 
 
The use of telemetry for infrastructure and network monitoring is a well-established discipline. However, 
telemetry solutions have been based on a variety of either open source or proprietary tools such as Internet 
Protocol Flow Information (IPFix) / NetFlow [60] or the Simple Network Management Protocol (SNMP) [44] (e.g. 
traps and pulling), etc. In fact, SNMP is the de facto telemetry protocol for collecting data from network 
devices. However, its applicability diminishes significantly in NFV/SDN environments. Here, computer 
infrastructure type metrics have more significance, however not completely at the expensive of standard 
network oriented metrics. In 5G environments there will be significant more diversity in the sources of 
telemetry data which must consumed due to a large network edge footprint and wider variety of use cases. The 
situation becomes even more exacerbated in multi-vendor environments, due to the complexity of device 
heterogeneity in different network segments. The variety and diversity of potential data sources results in 
different data format, data models, resolution, non-standard interfaces, etc., making it challenging to have a 
fully correlated and end-to-end view of the infrastructure environment and the services running in the 
environment. Addressing these challenges requires a telemetry fabric which provides an end-to-end platform 
for metrics collection and processing. The fabric also needs to have multiple hierarchical analytical and 
actuation points in order to efficiently exploit the metrics [40]. 
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In 5G the use of approaches such as network slicing, push data strategies, embedded metadata, dimensional 
reduction, in-situ data processing etc., will be used to provide better level of control over the availability and 
quality of telemetry data. These capabilities lay the foundation for supporting critical analytics which makes 
possible to achieve real-time and automated intelligence that can seamlessly travel from the cloud to a large 
number of distributed endpoints [18]. 
 
To date, the application of telemetry metrics and analytics has focused primarily on the general health and 
performance of services and host infrastructures. In the 5G this focus will broaden to support the efficient 
deployment, management and optimisation of services and infrastructures.  
The range of expected use cases include [47]:  
 
 Infrastructure, network health; 

 

 Troubleshooting, forensic system observations, resolution; 

 

 SLA compliance, KPI monitoring, prediction, performance tuning; 

 

 Dynamic reconfiguration, e.g. scaling, migration, load balancing; 

 

 Security threat identification/remediation; 

 

 Capacity planning; 

 

 Resource / feature allocation optimisation; 

 

 Deployment model performance, topology confirmation. 

 

While many of these use cases not necessarily knew their operational implementation, this will require 
different behaviours from the telemetry and analytics systems in order to “meet” the significantly different 
needs of 5G. First is the need to “address” the big data challenges of volume, variety and velocity. Telemetry 
will also need to become more software-defined. A trend which has already been embraced within the network 
domain in the form of software-defined networking. The ability to dynamically change the behaviour of 
telemetry systems, i.e. enable/disable metrics, change data resolution, add/remove metadata, etc., will 
become important. This capability is necessary in order to adapt to dynamic service environments, particularly 
at the network edge in response to new services, architectural changes, changes in user behaviour or service 
provider business needs. While initially this will be primarily a human-driven activity, telemetry systems in 
concrete with management and orchestrations systems (MANO) will evolve to higher levels self-autonomy in 
order to dynamically adapt, based on analytically driven behaviour evolution. Telemetry systems will also need 
to become hierarchical in nature. While there is a trend towards centralisation this unlikely seems to be 
scalable particularly in high distributed multi-domain edge networks.  
 
Telemetry systems are more likely to be domain specific with first level data centralisation within that domain. 
Selected data from lower level domains can then be aggregated at higher level domains within a hierarchical 
systems architecture, as shown in Figure 12. In domain analytics can also be used to drive faster local loop 
decisions. Higher level analytics can also provide specific inputs into lower level analytics or vice versa in order 
to improve either local or global optimisation requirements. A hierarchical approach also distributes issues such 
as data normalisation, transport mechanisms data models, timestamps in more manageable blocks. 
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Figure 12: Hierarchical telemetry domains 

 
As previously outlined, the effective use of telemetry in 5G environments faces variety of challenges. A number 
of general trends are emerging in order to “address” these challenges. In order to deal with performance 
challenges, there is a move towards telemetry push rather than pull or polling. This has the advantage of 
publishing metrics only when something of interest has occurred. There is little value to continuously pull 
metrics -such as CPU utilisation- if they remain relative constant, e.g. 15% to 18%. It is however important to 
report when CPU utilisation hits 100% for a 30 second period and then returns to its previous utilisation levels. 
This approach also has the advantage of reducing the amount of telemetry to be processed and sent over the 
network. Approaches such as network slicing in 5G have the potential to “address” the issues relevant to the 
volume of telemetry-related network traffic. However, best practice should always be to send only data when it 
has value and to minimise any unnecessary traffic overhead. A second focus is analytics ready data. Approaches 
such as easily consumable data formats such as JSON or “standardised” data access mechanism like REST API’s 
or Google’s protobuf [39] etc., are being used.  
 
This reduces the overhead to prepare the data for use by an analytics platform. In addition, contextual 
metadata can also be included, which significantly enhances the value of the insights which can be generated. 
Within networks there is a move towards in-band telemetry, where a data plane packet contains the 
information relevant to the packet’s journey across the network from the point ingress to the point of egress. 
An in-band telemetry approach enables clear insights into what path a packet takes, how long did a packet 
spends at each hop and which switches did packet experience congestion, etc. This information can be further 
augmented with metadata, such as queue-id, ingress and egress timestamps, drop count, etc.  
 
A number of standards are starting to emerge led by the Internet Engineering Task Force (IEFT), which support 
in-band telemetry. 
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 “In-band or In-situ Administration, and Maintenance (OAM)” defines one specific mechanism for directly 
encoding telemetry data into a data packet, as it traverses a network or telemetry domain [20]. 

 
 A data-plane probe for requesting and embedding in-band telemetry information is a Facebook-driven 

initiative within the IETF. The draft defines a scheme for embedding device states in transit data plane 
packets while maintaining full line rate using UDP [45]. 

 
The P4 project

31
 is defining a framework that supports the collection and reporting of network state by the data 

plane without the necessity of control plane intervention. Their in-band Network Telemetry (INT) architectural 
approach is specifically generic and is focused on enabling a number of high level applications, such as network 
troubleshooting, advanced congestion control, advanced routing and network data plane verification [26]. 
 

 

Figure 13: High level telemetry architecture for small cell service deployments 

 

Collecting this type of information enables real-time telemetry with temporal granularity, in order of 
milliseconds. This is important, particularly for end-to-end NFV monitoring. This is critical for various 5G 
applications that require either low latency < 10ms, or high throughput, or both, by helping to identify 
bottlenecks within the network. The data can then turned in useful insights by using either commercial or open 
source analytics platforms. For example Broadcom’s BroadView Analytics platform can be used to identify end-
to-end latency based in-band telemetry from their Trident 3 switches and NexXtreme E-Series NICs [21]. In the 
open source domain initiatives such as the Linux foundation’s snas.io are developing a framework which can 
collect, track and access millions of routing objects (routers, peers, etc.) real-time [72]. 
 
While various approaches will provide greater access to telemetry data from compute and network 
infrastructure environment, this telemetry data may not be sufficient for monitoring the unique characteristics 
of 5G environments.  

                                                           
31

  See the P4 Project website: https://p4.org/ . 

https://p4.org/


Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.11.2017 

 

 
Deliverable D2.1 (“System Use Cases and Requirements”)  
 55/112 
 

New types of metrics will be required to quantify the behaviours of virtualized infrastructures and service 
running on this infrastructure. Both SDN and NFV are technology building blocks for 5G, however to date from a 
telemetry perspective they are often treated as physical appliances which is insufficient to fully encapsulate the 
behaviours of these technologies. For example, VNF consolidation on compute nodes, that is a single compute 
node multi-tenant VNF environments is goal for NFV adoption. The ability to support multi virtualised tenants 
on 5G ESSENCE CESC is also a “key requirement”, as shown in Figure 13. It therefore becomes important to 
measure the effectiveness of isolation between the tenants, which is important in the quantification of noisy 
neighbour effects and determining the ability to support SLAs.  
 
The primary focus of current telemetry collection frameworks is primarily for system or service health 
monitoring (e.g. status checking via SNMP) and not for observing a wide range of system behaviours and 
characteristics. Exposure of new metrics at the hardware, virtualization and service layers together with 
generation of synthetic or hybrid metric will mostly be required. 
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4 5G ESSENCE Conceptual Architecture 
 
In the planned 5G ESSENCE approach, the Small Cell concept is evolved as not only to provide multi-operator 
radio access but also, to achieve an increase in the capacity and the performance of current RAN 
infrastructures, and to extend the range of the provided services, while maintaining its agility. To achieve these 
ambitious goals, the 5G ESSENCE project leverages the paradigms of RAN scheduling and, additionally, provides 
an enhanced, edge-based, virtualised execution environment attached to the small cell, taking advantage and 
reinforcing the concepts of MEC and network slicing.  
 
The architecture provided so far by the SESAME project (see Figure 14) acts as a “solid” reference starting point 
for 5G ESSENCE. It combines the current 3GPP framework for network management in RAN-sharing scenarios 
and the ETSI NFV framework for managing virtualised network functions. The CESC offers virtualised computing, 
storage and radio resources and the CESC cluster is considered as a cloud from the upper layers. This cloud can 
also be “sliced” to enable multi-tenancy. The execution platform is used to support VNFs that implement the 
different features of the Small Cells as well as to support for the mobile edge applications of the end-users.  
 
Evolving the high level architecture of Figure 14, the technical approach of the 5G ESSENCE is presented in 
Figure 15, where the working architecture with emphasis on the functional elements and interfaces is 
illustrated. The examination that follows, describes the work split in the proof-of-concept design and 
implementation. 
 

 

Figure 14: Overall architecture of 5G-PPP Phase-1 SESAME project 

 
As shown in Figure 15, the 5G ESSENCE architecture allows multiple network operators (tenants) to provide 
services to their users through a set of CESCs deployed, owned and managed by a third party (i.e., the CESC 
provider). In this way, operators can extend the capacity of their own 5G RAN in areas where the deployment of 
their own infrastructure could be expensive and/or inefficient, as it would be the case of e.g., highly dense 
areas where massive numbers of Small Cells would be needed to provide the expected services. 
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Figure 15: 5G ESSENCE Architecture 

 
In addition to capacity extension, the 5G ESSENCE platform is equipped with a two-tier virtualised execution 
environment, materialised in the form of the Edge DC that allows also the provision of MEC capabilities to the 
mobile operators for enhancing the user experience and the agility in the service delivery. The first tier, i.e., the 
Light DC hosted inside the CESCs, is used to support the execution of VNFs for carrying out the virtualisation of 
the Small Cell access. In this regard, network functions supporting traffic interception, GTP encapsulation/ 
decapsulation and some distributed RRM/SON functionalities and REM are expected to be executed therein. 
VNFs that require low processing power, e.g., a Deep Packet Inspection (DPI), a Machine-to-Machine (M2M) 
Gateway, and so on, could also be hosted here.  
 
The connection between the Small Cell Physical Network Functions (PNFs) and the Small Cell VNFs can be 
realised through, e.g., the network Functional Application Platform Interface (nFAPI). Finally, backhaul and 
fronthaul transmission resources will be part of the CESC, allowing for the required connectivity.  
 
The second cloud tier, i.e., the Main DC, will be hosting more computation intensive tasks and processes that 
need to be centralised in order to have a global view of the underlying infrastructure. This encompasses the 
cSD-RAN controller which will be delivered as a VNF running in the Main DC and makes control plane decisions 
for all the radio elements in the geographical area of the CESC cluster, including the centralised Radio Resource 
Management (cRRM) over the entire CESC cluster. Other potential VNFs that could be hosted by the Main DC 
include security applications, traffic engineering, mobility management, and in general, any additional network 
E2E services that can be deployed and managed on the 5G ESSENCE virtual networks, effectively and on 
demand.  
 
The necessary management modules for the operation of the CESC platform and the service provisioning are 
also depicted in Figure 15 within the CESCM framework. The following subsections provide a more detailed 
description for each of the architecture components in Figure 15. 
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5 5G ESSENCE Use Cases and Scenarios 

5.1 5G Edge Network Acceleration at a Stadium 

5.1.1 Overall description 

Broadcasters are looking for new ways to cover events, to offer exciting point-of-view perspectives to viewers 
on one hand, and to reduce production and delivery costs on the other. At the same time, network operators 
target to increase the usage of their networks, and stadium owners have a strong interest in making the 
visitors’ experience as pleasant as possible, promote sponsors increasing side-revenues apart from ticket sales. 
The reception of live content from cameras located in the playing field, replays, and additional contextual 
information on mobile devices, is a strong use case for all the above actors. The main challenges even with 4G 
networks are the delay in the delivery of such content in the range of milliseconds rather than seconds, and the 
considerable strain imposed on the backhaul network. By deploying a 5G ESSENCE network, these challenges 
can be efficiently addressed. 
 

 

Figure 16: 5G edge network acceleration at stadium  
 

5G ESSENCE delivers benefits to media producers and mobile operators as it enables them to offer a highly 
interactive fan experience and optimises operations by deploying key functionalities at the edge, i.e., evolved 
Multimedia Broadcast Multicast Services (eMBMS) or local network services, like real-time analytics together 
with multitenancy support by small cells. By leveraging the benefits of small cell virtualisation and radio 
resource abstraction, as well as by optimising network embedded cloud, it becomes possible to “ease” the 
coverage and capacity pressure on the multimedia infrastructure, and also to increase security since content 
will remain locally. Furthermore, additional benefits for the operators and the venue owners arise: (a) Lower 
latency, due to shortening the data transmission path; (b) maintained backhaul capacity, due to playing out the 
live feeds and replays locally that puts no additional strain on the backhaul network and upstream core network 
components. The aforementioned use case is depicted in Figure 16. 

5.1.2 Actors involved 

The actors involved in this scenario are listed below: 
 
 Small Cell Network Operator (SCNO): Owner of the infrastructure deployed in the stadium.  
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 Virtual Small Cell Operator (VSCNO): Users of the infrastructure available in the stadium to provide 
services to the end users. 

 
 End Users (EU): Users of the networking services. 
 
 Mobile Operators (MO): Responsible of bringing the network and communication services to the stadium. 
 
 Service Provider (SP): Companies providing some of the Virtual Network Functions to the SCNO. Examples 

of key service providers for this use case: 
o Football/sport society; 
o Live event organizer; 
o Municipality; 
o Video/content provider. 

 

 Spectrum Owner (SO): In the licensed spectrum case, stadium which leases the spectrum from an 
operator, or a mobile operator that offer a service. 

 

 Mission Critical - Public Safety (MC-PS): Public or private organizations in charge of performing, when 
needed, mission critical actions for the public safety (video surveillance, monitoring, autonomous local 
network). 

 

5.1.3 Deployment topology 

The 5G ESSENCE will demonstrate a combined 5G-based video production and video distribution towards 
delivering benefits to both media producers and mobile operators, who will be able to offer enriched event 
experience to their subscribers. The production/distribution of locally generated content through the 5G 
ESSENCE platform, coupled with value-added services and rich user context, will enable secure, high-quality and 
resilient transmission in real-time, thus ensuring minimal latency. 
 
In the context of the 5G ESSENCE infrastructure sharing support, each network operator will be in position to 
optimise his network usage, resulting in lower OPEX. Additionally, network operators will be able to rapidly 
deploy new services, to deliver directly to users higher Quality of Experience (QoE), and to offer “Content as a 
Service”, increased bandwidth, and storage solutions to content providers and venue owners.  
The content providers will also benefit from reduced latency and improved user QoE by positioning content on 
mobile edge and, in addition, they can offer augmented services by leveraging the network information. Finally, 
the stadium owner will obtain additional benefits by leveraging the deployed 5G ESSENCE infrastructure and its 
functionalities, by capitalising live contents to spectators from many cameras, etc. 
 
The scenario provides the logic for distributing the live video feeds received from the local production room to 
local spectators in a highly efficient manner. Different scales facilities can be used for the validation of the 
deployment topology. First, a small-scale facility as the municipal open swimming pool with a capacity of 500 
spectators, secondly a medium-scale facility like the municipal indoor stadium (which is used for basketball, 
volleyball and handball games) with a capacity of 2,000 spectators and thirdly a large-scale facility as the 
municipal football stadium “Stavros Mavrothalasitis” which is located at the centre of Egaleo town and it is an 
open stadium with capacity of about 8,000 spectators. 
 
Considering a proper selection from the aforementioned facilities, the selected facility will be covered with a 
cluster of multitenant, eMBMS-enabled CESCs and, together with the CESCM and the Main DC, they will be 
connected to the core networks of multiple telecom operators. The video content from cameras will be sent for 
processing locally at the Edge DC (similar to the proposed use case by ETSI MEC). Then the video streams will be 
broadcasted locally using the CESCs. Spectators will be able to dynamically select between different offered 
broadcast streams. 
 
In this scenario and in similar big event scenarios, massive data traffic will not affect nor overload the backhaul 
connection as it will be produced, processed and consumed just locally (5G MEC scenario). 
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5.1.4 Evaluation 

A stadium will be used for the testing and validating this 5G ESSENCE use case. The experience of the industrial 
partners will be leveraged throughout the use case.  
 
Some key parameters to assess the performance of the use case solution are as follows: 
 
 Latency: Video broadcast requires low latency to fully exploit the “real-time” nature of the use case. 
 
 Throughput: High rates to support different video qualities are demanded. 
 
 Group of serving cameras: Selected group of camera are involved depending on different 

charging/payment contracts and on the running event/application. 
 
 Video quality: Capability of distributing different video rates/qualities to different set of end users. 
 
 Content distribution/adaptation: Video adaptation is “key” to assure the max video quality a user can 

perceive for a given device and network conditions. 
 
 Additional contents: For example, this is about statistics and information on the event to be distributed, 

based on the contract and nature of the event. 
 
 Video analytics: For the detection of people in the stadium such as hooligans, or for live event monitoring, 

video surveillance. 
 

5.1.5 Relevance to 5G ESSENCE 

This use case will demonstrate that the 5G ESSENCE architecture is capable of providing eMBMS services and 
multi-tenant mobile connectivity payload on a 5G/LTE network. Moreover, the solution allows keeping the local 
traffic in the stadium (MEC scenario) by enabling offload policies, without affecting the national backhaul. The 
dynamic adaptation of the video quality, depending on the event type, operator/provider requirements and 
network capabilities, will be considered and exploited in the use case.  
 
The 5G ESSENCE infrastructure can fulfil strict requirements in terms of high throughput and low latency, and 
can fit properly with the enhanced Mobile Broadband (eMBB) 5G use case.  
 
The exploitation of the architecture solution for live events at the edge of the network is “key” to support and 
further consider in the future a wider range of use cases, addressed by the 3GPP standardization groups 
(specially ETSI MEC), such as URLLC (Ultra-Reliable and Low Latency Communications) and mMTC (massive 
Machine Type Communications). 
 
Attending live events including pop concerts and sports games is popular with consumers, but they also want to 
use multimedia services including replays and video streams from various camera angles while participating at 
these events. The spectator density and commonalities in the video content consumed make multicasting 
compelling. 
 

5.1.6 Requirements extracted from the UC 

5.1.6.1 Network and service requirements 

As aforementioned, video broadcast requires high throughput and low latency to fully exploit the “real-time” 
nature of the use case. The possibility of providing multimedia services including replays and dynamic video 
adaptation leverages on the high rate capacity offered by the local network solution.  
 
The local eMBMS/EPC allows offloading the traffic in the stadium (Service Providers) and maintains the 
communications locally, without affecting the national backhaul. Thus, in terms of reliability, the local system 
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survives to backhaul interruptions, forcing the service providers to deploy their services at the edge. From the 
radio perspective, synchronization is expected among eNBs and UEs to properly run eMBMS services. The 
aforementioned requirements are briefly presented in the following table (Table 6). 
 
The requirements derived from this use case are mainly derived from four main characteristics: 
 
 Spectators viewing the streams need to have an immersive feeling; this means that streams provided by 

the UC and direct experience of the events has to be directly correlated.  
 

 Spectators typically would switch their interest to streams corresponding to the events in the venue, i.e. 
the interest of end customers in specific cameras will “shift” with the events in the stadium (e.g., if one 
teams scores a goal in a soccer game, the viewers will be interested mainly in the cameras of that team). 
This means that capacity requirements for different cameras will shift over time. 
 

 Especially at the beginning or the end of the venue, the location of spectators will shift massively. This also 
poses requirements on physical location of the edge cloud computing resources. 

 

 Coexistence of public safety and venue spectator applications. 
 

Table 6: Network and service requirements for the stadium use case 

Id. Requirement Name Description 

1. 

Distinguish between the 

public safety-related video 

operation and venue 

spectator streams 

The system shall be able to distinguish between the public safety- 

related video operation and venue spectator streams. It shall 

prioritise the computing and network resources needed for public 

safety parts of the use cases. 

2. 
Separate access to the PS-

related streams relative to 

the event spectator 

The system shall provide an access control mechanism to separate 

access to the public safety-related streams, relative to the event 

spectator.  

3. Provide a means to limit the 

number of spectators 

The access control mechanism shall also provide a means to “limit” 

the number of spectators in order to control the capacity 

requirements to the system. The access control mechanism shall 

take into account the service location region in a potentially multi-

instance edge cloud. It shall refuse access, in case the resources are 

threatened to be congested.  

4. eMBMS service and unicast 

service shift 

The system shall be able to dynamically “shift” between eMBMS 

service and unicast service.  

5. 

Receive information about 

resource usage state 

information from the RAN 

and BMSC 

The system shall receive information about resource usage state 

information from the RAN and BMSC, in order to be able to manage 

stream assignments and spectator acceptance, as well as FEC 

redundancy levels. 

6. 

Track the number of 

spectators per stream and 

allocate spectators to 

different network 

technologies 

The system shall keep track of the number of spectators per stream 

and allocate spectators to different network technologies, based on 

level of interest to these streams. 

7. 
Migrate existing spectators 

of one stream from one to 

another network technology 

It shall be possible to migrate existing spectators of one stream 

from one to another network technology for stream transmission.  
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8. 

Migrate spectators from one 

edge cloud compute 

resource or network region 

to another one 

It shall be possible to migrate spectators from one edge cloud 

compute resource or network region to another one for load 

distribution purposes. 

9. 

Configure with resource 

limits for each network 

region and technology and 

request resources 

dynamically  

The system shall be configured with resource limits for each 

network region and technology and shall be able to request those 

resources dynamically from the RAN and edge cloud management 

system. 

10. Low latency The glass to glass latency of the system shall be low. 

11. 

Allocate a major limit of the 

resources to the public 

safety streams in case of 

catastrophic events 

In case of catastrophic events the system shall be able to allocate a 

major limit of the resources to the public safety streams and 

prevent the RAN to be congested by spectators. In this case 

spectators must be blocked or offloaded to other networks. 

 

5.1.6.2 Security requirements 

Figure 17 shows the high-level architecture of the stadium’s 5G deployment. As indicated earlier, the 5G 
ESSENCE uses its architecture to provide two different classifications of streams. The first stream is provided to 
spectators (world viewers), that is to people that watch the event from their homes or other social gatherings. 
The second stream is dynamically generated for each spectator in the stadium. Each stream uses a different 
Light DC as a host. The first stream (world feed) is hosted on the Local Production Light DC, while the second 
stream is hosted on the Spectator Control Light DC. The Main DC is responsible for the data processing of the 
data generated from the Light DCs. Moreover, the Main DC provides additional functions. It acts as an interface 
between the spectator and the dynamic camera selection.  
 
The content provider manages the properties of the system using the interface of the CESM.  
 
Overall, the stakeholders of the system are:  
 
1. Platform Owner: Infrastructure provider of the system. Provides the software and hardware infrastructure 

to the Service Provider. The Platform Owner manages the day-to-day operation of the stadium.  
 
2. Content Provider: Service Provider of the system that provides multimedia services to the end users of the 

system. The Content Provider leverages the infrastructure provided by the Platform Owner to deliver 
content to end-users. 

 
3. Spectator: End-user of the system. They are spectators and subscribers to the stadium’s event.  
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Figure 17: Hardware architecture of the stadium scenario 

 

Next, we define the security requirements of the system, based on the security considerations of the system’s 
stakeholders. For the context of the present security analysis, the identified security requirements apply to the 
localized Light DC that is operated by the Platform Owner as well as external components of the system.  
The security requirements are: 
 

Table 7: Security requirements for the stadium use case 

Id. Requirement Name Description Notes 

1. 

The system should 

provide real-time 

telemetry and analytics 

data 

Telemetry and analytics data are a general 

requirement of the system, which can be used to 

provide additional security. Analytics data can be 

leveraged to identify and fend off DoS attacks. 

Telemetry data can improve the auditability of the 

system and demonstrate security to local regulators, 

which is another generic requirement of the system. 

Integrity 

2. 

Allow the usage of the 

provided services only 

to authenticated 

“local” spectators 

The system must be able to determine that a spectator 

is eligible for “local” services. It should be able to 

determine the actual location of a spectator without 

the spectator being able to "spoof" his location. 

Authentication 

3. 

Prevent spectators 

from retransmitting 

the provided content 

“Local” spectators can use their additional function to 

illegally stream local-only content to non-authorized 

spectators. The system must not only ensure that the 

Authorization 
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provided services can only be used by authenticated 

and authorized spectators, but those spectators 

cannot tamper with the services. A very common 

attack vector in similar scenarios is location spoofing. 

Malicious actors can digitally alter the perceived 

location of their devices, in such a manner that 

stadium services will identify them as “local” users. 

The purpose of such an attack would be to leak 

exclusive content. 

4. 

Ensure the availability 

of services to 

spectators accessing 

the world stream 

Spectators accessing the world stream have specific 

availability requirements. In order to view the stream a 

number of delivery actors need to communicate 

effectively. 

Availability 

5. 

Ensure the availability 

of services to 

spectators accessing 

the local stream 

The delivery of local stream is handled by the Platform 

Owner. As such there is no need for communication 

with other delivery actors. 
Availability 

6. 

Ensure the required 

network capacity 

during operation of the 

services to the 

spectators 

Depending of the size of the event and the number of 

spectators the required network capacity of the 

system will be different. The system must have 

mechanisms in place to either delegate traffic to other 

CESMs or dynamically reduce the network 

requirements of the services, in order to 

accommodate the demand. End-users are able to 

choose what content will be streamed to their device. 

This “freedom of choice” can strain the available 

resources of the system, either intentionally or 

unintentionally, in a way that will cause a denial of 

service attack. The denial of service may affect the 

local delivery of content or may affect the global 

delivery of content. 

Availability 

7. 

Spectators should be 

able to access their 

personal data that are 

used by the telemetry 

and analytics services 

The General Data Protection Regulation (GDPR) 

enforces transparency of personal information used in 

digital services. Each spectator must be able to access 

and control what type of personal information is being 

used and stored in the system. 

Confidentiality 

8. 

Ensure the secure 

handling and storage of 

spectators' personal 

information 

Spectators' personal information must be securely 

handled during the different stages of data (data at 

rest, data in motion, data in use).  
Confidentiality 

 
In this use case, data is locally processed, in the stadium’s light DC. One of the benefits of this behaviour is that 
network strain on the main DC is reduced. While data is kept locally, End-Users are free to access their desired 
content. On the other hand, a Service Provider is unable to access telemetry and analytics data in real time, 
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since telemetry and analytics are provided by the main DC. Telemetry data allow the content provider to 
customize content according to the end user needs.  
 
Moreover, the content providers are able to detect any degradation in the system’s services or quality of the 
provided content. In the 5G ESSENCE, the component responsible for the telemetry and analytics is the CESM.  
 
Another localization functionality of the use case is that the content is available only to end-users that are 
physically located on the premises of the stadium. A security issue when delivering localized services is that the 
users with legitimate access to those services may retransmit those services. They can do that knowingly for 
their gain or their device could have been compromised by a malicious actor and retransmit content without 
their consent. Localized users are able to stream content from their devices and as so they are able to act as a 
“bridge” to stream content to external actors. 
 
Two different types of streams handle content delivery in the use case: The world stream that is being delivered 
any type of spectator and the local stream that is being dynamically generated for each local spectator. 
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5.2 5G E2E Slicing for Mission Critical Applications 

5.2.1 Overall description 

Latest 3GPP releases “address” the key requirements expressed from the Public Safety (PS) domain for next 
generation broadband public safety networks. Further improvements to the 3GPP standards to cope with 
mission critical communications requirements are being considered as a “central topic” in the 3GPP 
requirements study for 5G.  
 
Regarding PS service delivery models, there is a clear trend towards different forms of network sharing models 
as opposed to building out dedicated PS networks. For example, the Emergency Services Network in the UK is 
going to use the RAN infrastructure of a commercial provider; Blue Light Mobile service

32
 by PS operator Astrid 

33
in Belgium offers access through roaming agreements with commercial operators; FirstNet

34
 in the US, while it 

counts with spectrum dedicated to PS, is expected to enable secondary use by commercial applications. In this 
context, multitenancy becomes a cornerstone challenge. 
 
5G ESSENCE common orchestration of radio, network and cloud resources is expected to significantly 
contribute to the fulfilment of the requirements of the PS sector, bringing new tools to share both radio and 
edge computing capabilities in localised/temporary network deployments between PS and commercial users. 
The challenge consists on allocating radio, network and cloud resources to the critical actors (e.g., the first 
responders), who by nature require prioritised and high quality services.  
 
Indeed, the public safety operators are shifting their business model from a completely owned infrastructure 
model to a playing the role of a Mobile Virtual Network Operator (MVNO) between multiple parties owning and 
operating mobile networks and PS end-users. From a broader perspective, such deployment can be seen as a 
dedicated mission critical slice spanning across multiple operators domains.  
 
In such configuration the public safety operators buys connectivity to multiple legacy mobile operators and 
guarantees to its public safety customers connectivity, resilience and required QoS for PS operations. In 
practice, such approach has multiple benefits to PS operators. 
 
First, it reduces the costs of buying, installing and maintaining dedicated infrastructures. Note that these 
physical infrastructures are not exploited to their optimal capacity. Second, the flexibility offered by such 
solutions enables (theoretically) MVNO to adapt their offers to their customers. However, this approach comes 
at the price of pre-negotiated contracted contracts between MVNOs and multiple legacy providers in order to 
ensure a high availability and guaranteed throughput for PS users. 
 
For an allocation like this to be efficient and thus to enable E2E network slicing, the 5G ESSENCE solution will be 
applied. The aforementioned use case is depicted in Figure 18. 
 

                                                           
32

  See: http://bluelightmobile.be/en. 
33

  See: https://www.proximus.be/en/id_b_cl_blue_light_mobile/companies-and-public-sector/discover/magazines/one-
magazine/vision/blue-light-mobile.html. 

34
  See, for example: https://www.firstnet.gov/about. 

http://bluelightmobile.be/en
https://www.proximus.be/en/id_b_cl_blue_light_mobile/companies-and-public-sector/discover/magazines/one-magazine/vision/blue-light-mobile.html
https://www.proximus.be/en/id_b_cl_blue_light_mobile/companies-and-public-sector/discover/magazines/one-magazine/vision/blue-light-mobile.html
https://www.firstnet.gov/about
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Figure 18: Mission Critical applications for Public Safety  

 

5.2.2 Actors involved 

 
Demonstrating the 5G ESSENCE impact on mission critical deployments is shown with the following actors: 
 
 A legacy mobile operator (Platform owner) offering its infrastructure to classical end-users as well as to 

Public Safety virtual operators. Note here that virtual operators can rely on multiple legacy operators for 
additional guarantees.  

 
 A public safety operator that offers connectivity services with strict QoS guarantees to First Responders. 

Note that in our situation we can have multiple virtual operators each offering a “separate” slice for a 
different First Responder Agency. 

 
 First Responder 1, i.e. firefighters are end-users exploiting the connectivity offered by public safety 

operator through a dedicated slice. For the sake of demonstration firefighters will use Mission Critical 
Push-To-Talk (MCPTT) application for their communications. 

 
 First Responder 2, i.e. paramedics are another set of end-users relying on the same public safety operator 

or another slice coming from a different operator in order to exchange chat messages as well as pre-
registered pictures for situation assessment 

 
 Legacy end-users constitute classical user that have subscribed to the legacy operator communication and 

Internet data offers. They are not part of any first responder entity but exploit only the network of the 
legacy mobile operator without any intermediary. 
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5.2.3 Deployment topology 

The 5G ESSENCE will involve one or more PS communications providers that will use the resources offered by a 
deployed 5G ESSENCE platform for the delivery of communication services to PS organisations in a 
country/region. The 5G ESSENCE platform can be owned by either a mobile (potentially virtual) network 
operator or even by a venue owner, such as in the Use Case 1.  
 
In the mission critical use case, the infrastructure owner will exploit the 5G ESSENCE system capabilities to 
provide the required network/cloud slicing capabilities with dedicated SLAs to different types of tenants, 
prioritising the PS communications providers. 
 
The Mission Critical (MC) use case will be organised in three main stages: 
 
 Stage 1: Under normal circumstances, the 5G ESSENCE platform owner is providing the required network 

slices to different tenants. Each network slice is composed of an allocated data rate over a coverage area 
(which is mapped by the cSD-RAN Controller to a portion of CESC radio resources) and an allocated of 
cloud resources (which is mapped to processing power/storage capabilities in the Edge DC). For the 
service of Public Safety organisations, normal operations require a certain amount of access capacity and 
communications features (e.g., group communications capabilities) supported in the area of the CESC 
cluster. This requirement will be mapped to a number of radio KPIs in the CESCs and the deployment of 
Group Communication service instances at the edge for multimedia and mission-critical Application 
Servers (AS) for voice with enhanced responsiveness. In addition to the QoS guarantees for each tenant, 
the deployment owner has to assure the required levels of isolation in the provisioning of the network 
slices. 

 
 Stage 2: In the case where there is an emergency in the area, the CESCM will be able to react to the new 

service requirements. The PS communications provider may require additional service in order to cope 
with an increased number of first responders or additional types of services such as mission-critical video 
transmissions. Based on pre-arranged or on-demand service scaling policies, the CESCM will implement 
new elastic resource allocation schemes, giving priority access to first responders and taking into account 
both radio (for the access connections) and cloud resources (for deploying more resource-consuming edge 
services). The deployment of edge service instances serves a two-fold objective: First, it enables close-to-
zero delay in the mission-critical services; second, it allows maintaining the operability even when the 
backhaul connection is damaged. 

 
 Stage 3: In case that ICT infrastructure is damaged during a natural disaster or a terrorist attack, the first 

action should address the need for radio coverage extension. In this stage, a deployable system to 
mitigate the damage in the macro base stations will be used. In the proposed use case, the deployable 
system will offer 5G connectivity to the first responders in the field, consolidating the interoperability 
requirements. In order to better orchestrate the radio transmissions, the deployable system will be 
considered as a new CESC that can be dynamically integrated to the small cell cluster. In this way, the 
enhanced 5G ESSENCE SON and RRM features can be applied to the coverage extension unit. The 
interconnection of the deployable unit with the CESC cluster will be made through a wireless backhauling 
technology. 

 
As mentioned above, several mission critical services are going to be appointed to conduct the tests. We will 
focus particularly on MCPTT or proprietary services, as well as mission critical chat application.  
We detail below how relying on the 5G ESSENCE architecture enables offering these services.    
 

5.2.3.1 MCPTT service 

Providing MCPTT service requires a Session Initiation Protocol (SIP) core such as IP Multimedia Subsystem 
(IMS). An IMS aims to reach interoperability for session control in all-IP Next Generation Networks.  
 
Currently, it is implemented as a centralized subsystem attached to the Evolved Packet Core (EPC) of each 
operator. The 5G ESSENCE suggests deploying MCPTT services in a distributed and scalable way bringing 
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services near to the user and taking advantage of the Edge DC capabilities. The main goal of this Project  is to 
improve end-to-end latency and therefore the QoE of mission critical services.  
 
In order to fulfil the task of performing distributed MCPTT service, it is necessary to bring user plane to the Edge 
DC. As a result, user data plane of EPC, IMS and MCPTT nodes  are intended to be allocated in an elastic 
manner, based on prioritized access to radio and cloud resources. Moreover, control servers that manage 
global vision might remain centralized. 
 
A virtualized EPC will run on top of cloud infrastructure at the edge of the cellular network. Extending the 
current EPC infrastructure next to the edge, allows reducing latency, enables scaling the service horizontally in 
specific locations and reduces traffic over the central core network.  
 
Nevertheless, the standardized EPC by 3GPP was designed for centralized network architectures, where the 
control component are part of the Core Network: the Mobility Management Entity (MME), the Home 
Subscriber Server (HSS), the Serving Gateway (SGW) and the Packet Data Network Gateway (PGW). 3GPP 
addressed an initiative called CUPS (Control and User Plane Separation) [50] in which LTE SGW and PGW 
entities are separated to provide more flexibility between control and user plane and therefore, independent 
scalability suitable for NFV/SDN implementation. An evolution on LTE architecture is proposed through the 
definition of an edge node with local EPC capabilities [24]. Edge nodes are able to manage user data plane 
functions of SGW (-uSGW-) and PGW (-uPGW-) and/or can act as a controller entity on the edge composed by 
the control functions of the MME, SGW (-cSGW-) and PGW (-cPGW-) (illustrated on Figure 19). Most EPC 
functions will be deployed on top of a uniform cloud infrastructure on the edge nodes, following ETSI NFV [31] 
and ETSI MEC [32] concepts.  
 

 

Figure 19: EPC Control and User Plane Separation (CUPS) 

 
In the same way that the EPC user plane could be partially re-located at the edge, IMS can be replicated as well. 
Distributed IMS over a distributed EPCaaS architecture is formed by transferring P-CSCF and S-CSCF on the 
edge. Therefore, IMS-based service communication with the centralized nodes only take place when HSS 
request are required (e.g. during communication establishment). 

 
On top of the distributed IMSaaS over EPCaaS at the edge, different kind of services can be placed. In this case, 
a solution to enable proximity MCPTT service is proposed. For each MCPTT private call and group call, there 
shall be only one MCPTT server assuming the controlling role, while one or more MCPTT servers in participating 
role may be involved. The MCPTT server performing the participating role is responsible for call control (e.g. 
authorization for participation in the MCPTT group calls) and media handling. The MCPTT server performing the 
controlling role is also responsible for call control, interfacing with the group management server for group 
policy and affiliation status, managing transmission token control (floor control) entity in a group call and 
private call. MCPTT server may rely on other auxiliary servers in order to manage status information about the 
service: Group Management Server (GMS), Configuration Management Server (CMS) and Identity Management 
Server (IdMS). Continuing with the idea of having centralized vision of the network accessed by local stateless 
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servers, the management servers of MCPTT should remain attached to the central IMS, whereas MCPTT 
participating and controlling application servers may be deployed on the edge. 
 
In the aforementioned architecture, user data nodes located in the Edge DC are stateless entities. Making 
easier to dynamically add and remove edge nodes given the lack of synchronization with the central node. 
Nevertheless, user and data plane separation is in a specification process. Deploying control and user plane on 
the Edge DC will provide an approximate idea of the service latencies that will be obtained in the system. CUPS 
separation will be evaluated. 

 
As defined in 3GPP technical specification 22.346 [4], isolated E-UTRAN aims to restore the service of an eNB or 
a set of interconnected eNBs without addressing their backhaul connectivity. The goal of IOPS is to maintain the 
maximum level of communication for PS users when eNB connectivity to the EPC is either unavailable or non-
ideal. Isolated EUTRAN can take place on top of nomadic eNB (3GPP TR 23.797 [6]) deployed on an emergency 
scenario or on top of fixed eNBs suffering failures. The solution proposed relays on the availability of a local EPC 
co-located with the eNB or accessible via a set of eNBs. If an eNB cannot reach any local EPC, must reject 
connection attempts. In a crisis or tactical scenario, it is vital that field communications can be highly mobile 
and rapidly deployable to provide network access and coverage on scene.  
 
Currently, EUTRAN is considered fixed, and detection as well as discovery of a moving eNodeB remains 
unspecified. Those enhanced eNodeBs must be able to search for other eNodeBs in their proximity. Inter-
eNodeB connectivity links are not specified, therefore is left to vendor-specific solutions.  
 
This study will focus on enhanced features implemented on eNodeB in order to achieve IOPS requirements. 
Firstly, IOPS-capable eNodeB must be able to provide PS services as standalone node. And secondly, it must be 
able to discover and deploy a mesh network between close proximity eNodeBs.  
 
Thus, nomadic or fixed eNodeBs which have lost connection, can regenerate a local network to reach some 
node with deployed local PS services. Relay eNodeBs should exchange user traffic and signaling with other 
nodes belonging to the same Isolated E-UTRAN. The initiation of Isolated E-UTRAN operation occurs within the 
event that an eNodeB detects that there is an interruption on normal backhaul operation (S1 connectivity with 
the macro EPC). At this point eNodeB can determine if still has connectivity to other eNodeBs, reaching macro-
EPC through other eNodeB’s backhaul. In case, it is not possible to reach it, local PS services must be deployed 
within E-UTRAN, in such case it becomes in Isolated E-UTRAN. A minimal set of MCPTT capabilities need to be 
provided on the Isolated E-UTRAN.  
 
According to 3GPP TS 22.346 [4], Public Safety at least must be able to realize:  
 
 Private MCPTT calls inside the Isolated E-UTRAN. 

 
 Communication within pre-provisioned default groups based on organization membership. 

 
This solution assumes that a local EPC, IMS, and MCPTT AS servers are deployed within Isolated E-UTRAN. Local 
eNodeB shall terminate services that are not supported locally. According to the proposal presented on the rest 
of the article, no data base information is stored locally. This is done to avoid challenges such as distributed 
synchronization or data integrity. When a Local EPC changes from its normal operation to isolated mode, can 
use a cached HSS information updated before the loss of the backhaul or it can deal with pre-defined 
configuration. 
 

5.2.3.2 Mission critical chat service 

Ensuring a reliable chat services is becoming an essential communication tool during rescue operations. Driven 
by the quick and undeniable expansion of communication Apps such as WhatsApp, Slack, Telegram, Viber, 
Facebook communicator, hangout and many others, the first responders are seeking a modern communication 
mode able to efficiently distribute context (text and images) to a set of partners deployed on the emergency 
scene. Indeed, the group communication/topic feature in these applications constitute a valuable tool for 
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distributing content to first responders groups and also between them. However, these widely used 
applications rely on a centralized architecture that cannot cope with the high degree of resilience required in 
emergency situation. 
 

In the 5G ESSENCE Project we will develop and deploy and a mission critical chat application that exploits the 
two-tier architecture of this Project. In fact, we propose a modular and deployable service whereby for 
additional resilience, efficiency and security, communication and authentication servers can be instantiated at 
any level of the architecture. Moreover, this chat application is designed in way databases can be replicated 
and dynamically synchronized in case of broken links, a frequent event in mission critical situations. 
 

 

Figure 20: Group chat service leveraging the 5G ESSENCE architecture 

 
The main features of the application we propose are highlighted in Figure 20. They essentially rely on the design 
of the 5G ESSENCE architecture and can be summarized as follows: 
 
 Free-to-place server: Contrarily to other services, the solution backend server is not provided as a cloud 

service. This means that it can be run wherever the application provider wants. Thus, this latter decides 
where data is stored and applies the required security. This property also allows the server to be run in an 
environment where no Internet coverage is available, which makes our solution a credible solution for 
rapidly deployable services and which is the case when emergency situations occur and no infrastructure 
is available. 

 
 Multi-servers: Our chat service can run multiple servers at the same time, with clients connected to any of 

them. Those servers can either be connected to each other or not, the functioning of the whole solution is 
not altered by such a configuration. 

 
 Synchronized servers: Each chat server uses its own database. This database has the required 

synchronization feature which allows content to be duplicated on all the servers iteratively, as soon as a 
connection between the servers exists. This allows an access to these resources whatever server the 
clients are connected to. 

 
 Supports ad hoc communications between clients: Thanks to this property, two mobile devices 

disconnected from the server can pursue exchanging content in ad hoc mode. 
 

CESCM

CESC
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These intrinsic features coupled to the 5G ESSENCE architecture based on virtualization and NFV management 
and operation tools a highly resilient and secured chat service can be offered to first responders during their 
operation. 

5.2.4 Evaluation 

TCS will offer its premises for the testing and validation of the 5G ESSENCE PS use case. The experience from 
real-world incidents will be leveraged throughout Use Case 2 in a “keeping-it-real” sense, assisting adherence to 
sound practice among responders and agencies.  
 
The detailed test plan will include allocation of radio, network and cloud resources to several actors (both first 
responders and civilians), requiring various services (i.e., high bandwidth data services, real-time 
communication services) with different levels of importance. 
 
The final demonstration will take place at one of BAPCO annual national events, which have achieved 
international recognition both as a unique multi-agency forum for public safety professionals (circa 1,000 
attendees) and as a showcase for top-level systems and equipment (circa 70 exhibitors).  
 
Due to Project timetable, the BAPCO autumn event held in November 2019 (Project M30) in Newcastle-upon-
Tyne can be a good target for holding our final demonstration. However, this still has to be confirmed. 

 

5.2.5 Relevance to 5G ESSENCE 

For cost-effective public safety services, the current trend is that public safety users are served by existing 
regular commercial mobile networks. However, mission critical communications have strict requirements, 
which are not easily fulfilled by traditional infrastructure sharing models.  
 
The 5G ESSENCE UC2 will demonstrate the sharing of common 5G ESSENCE infrastructure in case of emergency 
for first responders and civilians. This can be done by creating end-to-end slices that virtually isolate the first 
responder traffic from other parties’ communications. 
 
In particular, the relevance of this use case to the 5G ESSENCE is the demonstration of:  
 
 The priority access of first-responders to the 5G ESSENCE prototype platform in case of emergency. 

 
 The dimensioning and elastic resource allocation to first responders of radio, network and cloud resources 

through CESCM module in case of emergency. The 5G ESSENCE cSD-RAN controller will be configured in 
order for first responders to get a dedicated and prioritised slice of the public infrastructure for their own 
needs; additionally, the traffic will get the same priority in the Edge cloud slice and in the core of the 
network. 

 
 The integration of first responders’ deployable communication systems (macro base stations, multi-RAT 

devices) to 5G ESSENCE platform.   
 
 The hosting of some Mission Critical application services and virtualized EPC at Edge DC, closer to public 

safety professionals. More particular, a Group Communication Service application will support one-to-one 
and one-to-many communication services with extremely low-latency. For voice support, MCPTT 
application will be packaged as VNF and hosted at Edge DC. For chat services, such configuration enables 
high resilience and security. 

 
  



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.11.2017 

 

 
Deliverable D2.1 (“System Use Cases and Requirements”)  
 73/112 
 

5.2.6 Requirements extracted from the UC 

5.2.6.1 Network requirements 

The following table presents the network and service requirements for the use case of mission critical 
applications. 
 

Table 8: Network and service requirements for the mission critical applications use case 

Id. Requirement Name Description 

1. E2E slicing The challenge consists on allocating radio, network and cloud 

resources to the critical actors, who by nature require prioritised and 

high-quality services. In mission critical use case, the infrastructure 

owner provides the requirement network, cloud and radio slicing 

capabilities with dedicated SLA to the different tenants. 

2. Elastic resource allocation The CESCM will implement elastic resource allocation schemes, 

giving priority access to first responders. Taking into account both, 

radio and cloud resources. 

3. Operability of the service in 

emergency situations 

The deployment of edge service instance allows maintaining the 

operability when the backhaul connection is damaged.  In addition, 

deployable systems will be dynamically integrated to the small cell 

cluster as a new CESC.  This deployable system will extend radio 

coverage. The connection with the small cell cluster will be made 

through wireless backhaul technology. 

4. Service QoE  Mission-Critical service is a high priority service. In addition, 

deploying edge service instances enables a close-to-zero latency in 

mission-critical services.  

 

5.2.6.2 Service requirements 

In this subsection, we consider two mission critical services; mission critical push-to-talk and chat applications 
(MCC).  
 
The reference KPIs for MCPTT service are given by the 3GGP (TS 22.179 [7]). The performance of these KPIs has 
to be improved by the proposal hierarchical distributed MCPTT architecture. The KPIs required by this use case 
are detailed below: 
 
 MCPTT Access time (KPI 1) is defined as the time between when an MCPTT User request to speak 

(normally by pressing the MCPTT control on the MCPTT UE) and when this user gets a signal to start 
speaking. This time does not include confirmations from receiving users. 

 
 The End-to-end MCPTT Access time (KPI 2) is defined as the time between when an MCPTT User requests 

to speak (normally by pressing the MCPTT control on the MCPTT UE) and when this user gets a signal to 
start speaking, including MCPTT call establishment (if applicable) and possibly acknowledgement from first 
receiving user before voice can be transmitted.  
o The end-to-end MCPTT Access time (KPI 2) is not applicable for an MCPTT Group transmission call 

setup when no acknowledgement is requested from any Affiliated MCPTT Group Member. 
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 The Mouth-to-ear latency (KPI 3) is the time between an utterance by the transmitting user, and the 
playback of the utterance at the receiving user's speaker.  Figure 21 illustrates the MCPTT Access time and 
Mouth-to-ear latency. 
 

 

Figure 21: Illustration of MCPTT access time and mouth-to-ear latency 

 
 The Late call entry time (KPI 4) is the time to enter an ongoing MCPTT Group call measured from the time 

that a user decides to monitor such an MCPTT Group Call, to the time when the MCPTT UE’s speaker starts 
to play the audio. The performance requirements for Late call entry time only applies to when there is 
ongoing voice transmitted at the time the MCPTT User joins the call. In a Late call entry, there might be an 
initial lost audio of the voice burst sent to the new Receiving MCPTT Group Member. Figure 22 illustrates 
the late call entry time. 

 

 

Figure 22: Illustration of Late call entry time 
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The 5G MEC-based architecture for Mission Critical Push to Talk (MCPTT) services will improve the performance 
of some KPIs. The proposal architecture allocates most task of the user plane at the edge, keeping few control 
components centralized for synchronization and assistance purposes.  
 
This approach enables to reduce network latency since user traffic does not need to pass through the core 
network. This scenario will have a direct impact in The Mouth-to-ear latency (KPI 3). Since signalling process has 
to be sent to the backhaul, the following KPIs performance will not be affected: MCPTT Access time (KPI 1), 
end-to-end MCPTT access time (KPI 2) and late call entry time (KPI 4). 
 
The following requirements must be addressed to achieve the described service KPIs. 

 

Table 9: MCPTT service requirements for the mission critical applications use case 

Id. Requirement Name Description 

1. Latency and jitter Bring user data plane over edge service instances enables close-to-

zero delay in the service. In addition, Mission-Critical Public Safety 

services must be offered as a prioritize service, reducing the jitter and 

therefore improving the QoE. 

2.  System response time Deployment of the control data plane in the edge not only allows 

maintaining the operability of the service when the backhaul 

connection is damaged, but it also improves the system response 

time. 

 
As for mission critical chat application, the KPIs are more trivial. They are mainly based on the users QoE with 
the regards to the mission requirements.  
 
 System response time (KPI 5) defined as the time required to distribute a chat message to all members of 

group. In many situations, having an upper bound for the delivery time (a delivery deadline) is required for 
public safety applications. Note that the response time is also closely dependant on the number of users 
constituting the first responders groups. However, the 5G ESSENCE solution will be designed in a way to 
optimally balance and serve the group users. 

 
 Number of delivery failure (KPI 6) denotes the number of messages that were not delivered after the 

delivery deadline. Indeed, after the expiry of this deadline messages become obsolete and are simply 
discarded. 

 

5.2.6.3 Radio resource management requirements 

Radio resource management control is one of the “key” tasks with SD-RAN controller and is executed by a set of 
RRM algorithms, typically referred to as scheduler. In case of LTE-like systems it allocates Physical Resource 
Blocks (PRBs) based on the traffic type (or QoS requirements) and underlying channel quality, as shown in 
Figure 23.  Mission critical applications impose the following requirements on the scheduler: 
 

Table 10: Radio resource management requirements for the mission critical applications use case 

Id. Requirement Name Description 

1. Radio resource isolation Isolation of radio resources for the sake of creating slices for mission 

critical applications. 
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2. Differentiation Creation of means for prioritization of mission critical slices. 

3. Multi-tenancy Support for mission critical multi-tenancy within the radio interface. 

4. Low-latency Support of extremely low latency (already mentioned in service 

requirements). 

5. Flexibility Efficient distribution of common radio resources (time, frequency, 

space) among slices and tenants. 

 

 

Figure 23: Scheduler operation 

 

5.2.6.4 Security Requirements 

Figure 24 shows the high-level architecture of public safety’s 5G deployment. Public safety scenarios are subject 
to extreme weather conditions such as tornadoes or earthquakes, civil unrest or terrorist attacks.  
 
The mission-critical application for public safety scenario has a number of stakeholders with their own 
responsibilities and goals, as described below:  
 
 Platform Owner: provides the software and hardware infrastructure to the Service Providers. The 

Platform Owner is responsible for maintaining the hardware infrastructure of the system along with 
providing quality of service to the network. 

 
 First Responder 1: A Service Provider of the system. The First Responder 1 is a Public Safety organization 

that provides communication services to other Public Safety organizations. The First Responder's 
communication service uses the Platform Owner hardware infrastructure to deliver its service. 

 
 First Responder 1 infrastructure provider: An Infrastructure Provider. The latter is responsible for 

assisting the Platform owner with additional resources during an emergency. The First Responder 1 owns 
hardware infrastructure that is capable of providing certain services. The purpose of this hardware 
infrastructure is to either augment or replace critical communication infrastructure during times of 
network congestion or network failure. 
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 First Responder 2: A Service Provider of the system. The First Responder 2 is a Public Safety organization 
that provides predominantly emergency services, such as a fire brigade. 

 
 Content provider: A Service Provider of the system that provides multimedia services to the End Users of 

the system. The Content Provider could be a media streaming service or video-chat application. Their 
services are used primarily by the users. 

 
 User: An End User. They have subscribed to the services of the Content provider in order to stream media 

and other related content. End users have not subscribed to the services of either the First Responder 1 or 
the First Responder 2. 

 

 

 

Figure 24: Hardware architecture of the public safety scenario 

 
As explained earlier, the proposed system is expressed in 3 stages. The first stage represents the default state 
of the system. Stage 2 and stage 3 depict a different configuration of the 5G system, in order to “address” a 
specific threat. More specifically, the stages of the system are the following: 
 
 Stage 1 (Default service agreement): Represents the system under normal operation (default state). 

During normal operation, the system is not targeted by any threat. The 5G ESSENCE platform owner is 
providing the required network slices to different Service Providers. Each network slice is composed of an 
allocated data rate over a coverage area and an allocation of cloud resources. For the service of Public 
Safety organizations, normal operations require a certain amount of access and communications features 
(e.g. group communications capabilities) bought from PS operators and supported in the area of the CESC 
cluster. This requirement will be mapped to a number of radio KPIs in the CESCs and the deployment of 
Group Communication service instances at the edge for MCPTT Application Servers (AS) for voice with 
enhanced responsiveness and for mission critical chat services. In addition to the QoS guarantees for each 
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tenant, the deployment owner has to assure the required levels of isolation in the provisioning of the 
network slices. 

 
 Stage 2 (Incident Capacity Extension): Represents the system when operating under an emergency. In this 

context, the emergency is a threat that impacts the area the 5G system operates in, but not the 5G system 
directly, such as a fire or a traffic accident. In the case where there is an emergency in the area, the CESCM 
will be able to react to the new service requirements. The Public Safety communications provider may 
require additional service in order to cope with an increased number of first responders or additional 
types of services such as mission-critical video transmissions. Based on pre-arranged or on-demand service 
scaling policies, the CESCM will implement new elastic resource allocation schemes, giving priority access 
to first responders and taking into account both radio (for the access connections) and cloud resources 
(for deploying more resource-consuming edge services). The objective of deploying edge service instances 
is two-fold: first, it enables close-to-zero delay in the mission-critical services; second, it allows maintaining 
the operability even when the backhaul connection is damaged. 

 
 Stage 3 (Damaged Infrastructure Coverage Extension): Represents the system when it is directly or 

indirectly targeted by a threat. As a result of the threat, part of the system is not operational. In case the 
ICT infrastructure is damaged during a natural disaster or a terrorist attack, the first action should address 
the need for radio coverage extension. In this stage, a deployable system to mitigate the damage in the 
macro base stations will be used. In the proposed use case, the deployable system will offer 5G 
connectivity to the first responders in the field, consolidating the interoperability requirements. In order 
to better orchestrate the radio transmissions, the deployable system will be considered as a new CESC 
that can be dynamically integrated into the small cell cluster. In this way, the enhanced 5G ESSENCE SON 
and RRM features can be applied to the coverage extension unit. The interconnection of the deployable 
unit with the CESC cluster will be made through a wireless backhauling technology. 

 
The different stages of the mission-critical application for public safety require security requirements that are 
adaptive.  
 
The security requirements must take into account that during certain during some of the system's stages new 
hardware and software components will be introduced in a forceful manner.  
 
When new components are introduced, security mechanisms must be performed in order to ensure the 
continuous secure posture of the system.  
 
The security requirements are as listed below, in the following table: 
 

Table 11: Security requirements for the mission critical applications use case 

Id. Requirement Name Description Notes 

1. System should be able 

to allocate critical 

resources to its Public 

Safety tenants to 

ensure availability in 

times of distress 

During times of distress, the communication services 

of Public Safety tenants are considered asa critical 

resource of the system. As such the system must 

ensure their constant availability.  

Availability 
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2. Non-operational 

infrastructure should 

not impact the 

availability of the 

system’s services 

Damaged infrastructure results in a number of 

security issues. Such an issue is how to provide the 

infrastructure the necessary hardware and software 

components to enable the continuation of the service. 

How can we enable the secure handover of services 

and data from the original infrastructure to the 

replacement? Another issue is how to enable the 

secure handover of data from the replacement 

infrastructure to the permanent infrastructure once it 

is repaired. While the services of the system change 

hardware and software domains it is crucial to ensure 

their availability to their users, especially public safety 

organizations. 

Availability 

3. Non-operational 

infrastructure should 

not impact the 

confidentiality of the 

system’s services and 

data 

Depending on the nature of the damages in the 

infrastructure, both the system's services and data are 

subject to threats. Such threats will be made by 

Information Disclosure type of attacks. System's 

security Constraints must ensure confidentiality.  

Confidentiality 

4. Preserve data 

availability between 

handover of services 

During services handover data are most vulnerable 

since data are moved from one secure environment to 

another. An issue during handover is that data 

become unavailable while the initial host service turns 

offline, before the second host has time to become 

fully operational. 

Availability 

5. Preserve data 

confidentiality 

between handover of 

services 

During services handover, a number of security 

mechanisms take place. Those mechanisms ensure 

that End Users' data will retain their confidentiality. 

Confidentiality 

6. Preserve data integrity 

between handover of 

services 

In order to retain integrity of data during handover, a 

periodic and phased methodology approach should be 

followed. It improved the security of data, by enabling 

security mechanisms to be performed in phases. 

Integrity 
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7. System must ensure 

the integrity of the End 

Users information. 

A user’s data may be moved to other physical 

hardware locations inside the Light DC or to a 

different Light DC. The data will change state (in 

transit, at rest, in use) during the system’s life cycle. 

Other factors that change the state of data are the 

changes in the system architecture, whether that 

change is voluntary (backup, services upgrade) or 

involuntary (damaged infrastructure). While the 

hardware and software components of the system 

change during its life cycle it is crucial to ensure the 

integrity of the provided services and data. For 

example, if part of the infrastructure is temporarily 

replaced the handoff of data must be made while 

retaining the integrity of the data. The integrity of the 

data refers to retaining the data original format while 

ensuring security and privacy.  

Integrity 

8. Communication 

between the Public 

Safety organizations 

must utilize secure 

channels 

The communication context of the Public Safety 

organizations will include sensitive information. Such 

as the identification names of victims, victims’ injuries 

and other information that should not accessible to 

non-authorized personal. Therefore, the 

communication channels should use security 

mechanisms to ensure the confidentiality of the 

transmission only by authorized personnel. 

Confidentiality, 

Authorization 

9. The processing and 

storage of End User 

data must comply with 

the regulations of each 

End User's country 

jurisdiction. 

Each country has different legislation on handling and 

processing their citizen’s data. A Service Provider must 

comply an End User's country data regulations. 

Confidentiality 

 
  



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.11.2017 

 

 
Deliverable D2.1 (“System Use Cases and Requirements”)  
 81/112 
 

5.3 5G In-flight Communications and Entertainment System 

5.3.1 Overall description 

Some years ago, only a single movie was available for all passengers to watch during a flight. Next, on-demand 
viewing options came, built onto the seats, where viewers could choose from an array of available television 
shows, movies and specials. Today, passengers bring their own devices on selected airlines. Thus, the wireless 
In-flight Entertainment (IFE) and broadband mobile connectivity increasingly have become actual commodity 
expectations both from airlines and passengers.  
 
With the increasing demand for wireless IFE and passenger Bring-Your-Own-Devices (BYOD) connectivity, 
together with the demand for on board broadband mobile Internet connectivity, an important focus is laid on 
the on board infrastructure. Current in-cabin wireless systems mainly rely on Wi-Fi technologies for the wireless 
IFE and broadband Internet connectivity (with backhaul connectivity offered through satellite links). Such 
solutions have several limitations such as prohibitive costs to the service providers, inability to support 
broadband cellular services, lack of flexibility for airlines operators, etc. 
 
In order to offer cost-effective mobile broadband Internet connectivity, it is imperative to integrate on board a 
neutral host solution that will allow multi-operator connectivity to the passengers, also accounting for variable 
service offerings. Such host-neutral services are important for European airliners since they traverse several 
regional boundaries served by a large variety of mobile operators. Regarding backhauling, terrestrial direct-air-
to-ground (continental airspace) and satellite (oceanic airspace) solutions can used. 
 
The unique architecture proposed in 5G ESSENCE (Figure 25), which combines efficiently the virtualised and 
multi-tenant small cell networks with a multi-tier cloud edge infrastructure, is an essential step for integrating a 
pioneering integrated In-Flight Entertainment and Connectivity (IFEC) system that will jointly deliver the 
required communication and network infrastructure for the wireless IFEC (to both the embedded IFE devices 
and the wireless BYODs). 
 

 

Figure 25: Next-Generation Integrated In-flight Connectivity and Entertainment Systems 

 

Two different scenarios are envisaged in the IFEC use case. The first one consists on streaming and encoding to 
PErsonal Devices (PEDs) and aircraft devices (i.e. seat built-in screens). The purpose is exploiting the Multi-
Operator Core Network from the 5G ESSENCE and LTE technologies to showcase multi-tenancy. That way the 
SCNO, for instance the airline, can provide its proprietary IFEC services to the EU (passengers) while leasing at 
the same time the same infrastructure to different VSCNOs, which will re-use it to give access to the same EU to 
different services, such as Netflix

35
, Spotify

36
, etc., provided by themselves or external SPs. For this concrete 

scenario, it is planned to add LTE to the current on board Wi-Fi architecture to provide multiple services from 
different operators/providers at the same time in the same network infrastructure. 
 

                                                           
35

  See: https://www.netflix.com/gr/ . 
36

  See: https://www.spotify.com/gr/ . 

https://www.netflix.com/gr/
https://www.spotify.com/gr/
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The second scenario consists on providing efficient wireless multicast on board. Networking speaking, the cabin 
of an aircraft is a super dense scenario. As mentioned above, all wireless communication on board is currently 
done via Wi-Fi technologies, which face many limitations when many devices share the same medium.  
 
It becomes even more challenging, when it is planned to wirelessly multicast the same content at high data 
rates to multiple PEDs and aircraft devices (for instance, video at high resolution). Thus, this scenario aims at 
solving this problem by combining the Evolved Multimedia Broadcast Services (eMBMS) from LTE with the 5G 
ESSENCE architecture for on board applications. That way, the SCNO can lease its infrastructure to VSCNOs and 
SPs, so all of them can simultaneously stream their feeds (for instance, sport events, documentaries, or TV soap 
operas). Like that, the passengers (EU) can watch live TV content in high resolution while flying to a new 
destination. 
 

5.3.2 Actors involved 

The actors involved in the IFEC scenario are listed below: 
 
 Small Cell Network Operator (SCNO): Owner of the infrastructure deployed in the aircraft. It can be the 

airline flying the aircraft or a network operator/content provider which is interested in providing its 
services on board. 

 
 Virtual Small Cell Network Operator (VSCNO): Users of the infrastructure available in the aircraft to 

provide services to the end users. 
 
 End Users (EU): Users of the networking services provided by the VSCNO and SCNO (a.k.a. flight 

passengers). 
 
 Mobile Operators (MO): Responsible of bringing the network and communication services to the aircraft. 
 
 Service Provider (SP): Companies providing some of the Virtual Network Functions to the SCNO. 
 
 Spectrum Owner (SO): In the licensed spectrum case, airline which leases the spectrum from an operator, 

or a mobile operator that offer a service on board (who provides the spectrum for free or for a charge). 

 

5.3.3 Deployment topology 

The 5G ESSENCE IFEC demo will test and validate the multi-tenancy enabled network solution for passenger 
connectivity and wireless broadband experience. The multi-RAT CESCs will be implemented as a set of 
integrated access points to be deployed on board.  
 
Afterwards, since IFE has to consider the explosive growth of multi-screen content consumption, the 5G 
ESSENCE CESCs will stream on demand multi-screen video content (both from on board 5G Edge DC servers and 
via satellite/air2ground links) to the wireless devices. The 5G ESSENCE CESCs will rely on broadcast links in order 
to optimise the bandwidth usage. 
 
Following the specific requirements for future IFEC solutions, as also currently outlined by various airlines and 
service providers, this 5G ESSENCE prototype platform will be tailored for a mock cabin deployment. The IFEC 
demonstration will be performed over a mock-up aircraft communications testbed installed at ZII, with core 
network connectivity to be incorporated both as on board option and as a remote option steered via an 
emulated satellite link.  
 
 The use case will demonstrate the multitenant CESC for on board connectivity and the Edge DC 

capabilities for hosting airborne applications (such as video player applications and files that can be made 
available for in-flight streaming) and caches (a version of the in-flight portal – gateway with which 
passengers can connect to). 
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 The video encoding and packaging service will support a wide range of input file formats, allowing easy 
integration with existing production systems, and a comprehensive array of output formats. Output 
parameters will be configurable, enabling precise tuning for the desired output devices. 

 
The topology foreseen for this use case aims at combining the current on board topology with the one provided 
by the 5G ESSENCE project. Currently, an aircraft is connected to the Internet via a broadband antenna, which 
at the same time, is connected an on board server, which is connected to the multiple access points deployed 
around the cabin to provide the IFEC services to the clients. 
 
The 5G ESSENCE architecture is going to be added to the current cabin topology as an additional server, which 
is connected to the broadband access and all the other on board servers. This new server will contain 5G 
ESSENCE elements, such as the MOCN, the small cell manager or the EPC on board.  
 
The current access points are going to be replaced by small cells, which will also be connected to this 5G 
ESSENCE server. That way, they are going to provide the different services/applications to the on board screens 
and PEDs. A sketch of the deployment topology is depicted in Figure 26. 
 
 

 

Figure 26: Proposed deployment topology for the IFEC use case 

 

5.3.4 Evaluation 

For this use case, different points of view need to be considered to evaluate the performance of the resultant 
system:  
 
 Quality of Service: Several performance criteria can be considered for the observable Quality of Service 

(QoS) for the end-users and the network. The user-centric applications require features such as low delay, 
low latency, high data rates, etc., independently of the used radio access technology such as Wi-Fi and 
LTE. To support these QoS features, parameters that affect the end-users’ quality of service such as access 
and processing latencies, network load, etc., need to be monitored in the edge cloud for the considered 
radio access technologies. Moreover, the monitored parameters must be used for adapting the control 
and management procedures deployed for the radio access and edge cloud resource management. 
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Additional measures that specifically target improving end-users’ QoS such as content caching at the edge, 
placing a VNF at the most appropriate PoP, have to be considered. 

 
 Cloud Features: Resources available at the edge cloud for network and service functions are severally 

constrained by the underlying hardware’s capabilities (compute, storage, and networking). Regardless of 
the eventual level of these constraints, lightweight management and control features will be needed 
together with cloud architectures that are tailored towards the resource constrained, potentially 
heterogeneous host machines. The lightweight nature of the cloud resource management should not be 
feature limited and those features that are considered as integral parts of centralized cloud infrastructure 
such as supporting multi-tenancy, resource and performance isolation, agile service scaling, service on 
boarding, etc., must be supported. The cloud features evaluation may entail the level of support for the 
tasks together with their robustness, agility, elasticity, etc.  

 
 Resource Utilization: The radio and cloud infrastructure resources are integrated more closely at the edge 

requiring coherent resource management functions controlling both these domains. In this context 
evaluations related to achievable capacity, spectral efficiency, radio resource management, resource 
slicing (cloud, radio), resource sharing and multi-tenancy can be considered. 

 

5.3.5 Relevance to 5G ESSENCE 

This use case will demonstrate that the 5G ESSENCE architecture is capable of providing multi-tenant mobile 
connectivity payload with 5G/LTE and Multi-RAT Wi-Fi components and high-performance servers to the 
passengers of the aircraft of the future. Also, that the 5G ESSENCE infrastructure can fulfil strict requirements, 
in terms of high throughput requirements in dense user distributions. Even more, that wireless multicast at high 
data rates is possible in dense environments. 
 
The purpose of this use case is expected to be extrapolated to other dense environments where 5G/LTE and 
multi-RAT Wi-Fi components may be deployed, such as high-speed trains, sporadic crowd events such as music 
festivals or fairs, etc. 
 

5.3.6 Requirements extracted from the UC 

To support the provision of the outlined cloud, radio access, service, security and management features, the 
following set of requirements will have to be addressed. 

5.3.6.1 Cloud Resource Management 

For the In-flight Communications and Entertainment System use-case, cloud resource management to support 
the network and service functions is of primary importance and has to be done within the end-users’ proximity. 
Considering that the available cloud resources will be an aggregate of the on board network support 
infrastructure, resource management must be tailored to the imposed resource constraints. This, however, 
should not limit the basic features anticipated from the edge cloud to support, among others, SDN and NFV.  
 
To this end, edge cloud management will imply meeting several functional and platform oriented requirements 
as briefly described below (Table 12). 
 

Table 12: Cloud resource management requirements for the IFEC use case 

Id. Requirement Name Description 

1. 
Lightweight MANO 

 

The edge cloud for this use-case, as discussed previously, will be hosted on 

user-centric and on board network support hardware rather than traditional 

data-centre specific platforms. This implies that the available resources will 

be limited and existing centralized cloud Management and Network 

Orchestration (MANO) solutions will not be suitable or applicable. The 
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fundamental ETSI MANO virtualization stack for NFV involving hypervisors, 

VNFs, EMS, OSS/BSS and orchestration components must be revisited in 

perspective of the available options and their overall resource requirements 

footprints. While the MANO technologies developed around centralized 

cloud infrastructures based on open source and proprietary cloud 

infrastructures and VM based VNFs, have matured over the recent few years, 

most of them do not consider resource availability as a potential bottleneck. 

Emerging alternative virtualization solutions such as containers and uni-

kernels have proven benefits in terms required resources but have a 

different eco-system of associated management technologies.  

Therefore, for these use-cases, lightweight MANO solution, that can be 

deployed on resource constrained hosts and manage the alternative VNF 

realizations such as containers and uni-kernels must be developed. 

2. Multi-Tenancy 

Multi-tenancy is a fundamental feature of cloud infrastructures and a 

requirement for this use-case to support distinct services on board. Multi-

tenancy in the edge cloud entails supporting abstractions and management 

functions for operator specific service deployment, resource allocation, 

monitoring and control. Additionally, a certain level of isolation guarantees 

for resources, performance etc. must also be ensured. 

3. Elasticity 

Elasticity in cloud resource management is an important functional 

requirement for the edge cloud in order to balance the service demands and 

management requirements against the level of resources defined by either 

the SLAs or real-time service requirements. This elasticity can manifest in the 

form of increasing or decreasing the number of VNFs (scale up, scale down), 

their placement in the cloud, allocated resources to VNFs, priorities and 

etcetera. To this end, algorithms based on real-time observation or using 

Artificial Intelligence (AI) or self-organization principles can be applied to 

achieve the elasticity objectives in an autonomous manner. 

 

5.3.6.2 Radio Resource Management 

The use of heterogeneous RAT for the end-user connectivity is well justified for this use-case as it gives freedom 
of choice to the end-user in terms of access technology preference. Moreover, it allows a broader scope for 
more sophisticated and fine-grained radio resource management and control across the considered 
heterogeneous radio access technologies in 5G-ESSENCE (i.e., Wi-Fi and LTE). Considering that both the edge 
cloud management and heterogeneous RAN management can be integrated more closely for this use-case, the 
lightweight MANO and radio resource management framework can be utilized in unison for a coherent control 
over both domains. The following requirements, stemming also from the requirements highlighted in the 
previous section, must be addressed to achieve this objective (Table 13). 
 

Table 13: Radio resource management requirements for the IFEC use case 

Id. Requirement Name Description 

1. 
Resource Slicing 

 

The multi-tenancy in the cloud segment will also manifest in the radio access 

segment in the form of dedicated chunks of radio resources for the tenant 

networks/services. This will necessitate developing and using control 

functions that can distributed the overall bandwidth among the tenants 
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based on the defined SLAs or policies. There are several options that can be 

explored for the overall radio resource slicing such as technology specific or 

agnostic slicing, fixed or variable slicing based on, for example, service 

demand. 

2. Resource Sharing 

Due to the resource constrained context of this particular use-case, all 

possible solutions to achieve the maximum value from the available 

resources has to be considered. In the radio resource management context 

and the multi-tenancy in both the cloud and the radio access, resource 

sharing should be a primary consideration. The tighter integration of cloud 

and access allows for real-time solutions to radio resource exchanges among 

tenant networks/service. To take full advantage of these available radio 

resources, the distribution has to be made dynamic and scalable to the 

requirements of the tenant networks/services rather than being statically 

assigned. 

3. Load balancing 

The heterogeneous access technologies (Wi-Fi and LTE) also necessitate the 

provision of load balancing across these technologies. The balancing can be 

based on overall load, real-time measurements taken across these 

technologies or pre-configured policies. Subsequently, such load balancing 

may entail developing handover functions for cross RAT mobility for certain 

end-users. Here again, the algorithms can be based on real-time observations 

or AI-based techniques that learn from real-time and historic 

observations/data. 

 

5.3.6.3 Security Requirements 

Figure 27 shows the high-level architecture of the airplane’s 5G infrastructure deployment. The Main DC is 
responsible for providing remote connectivity to the system. The remote connectivity is achieved from a 
combination of air-to-ground (A2G) communications and satellite networking. The Main DC is used as the 
system’s storage for on demand content. The Light DC acts as an interface for content consumption by the 
passengers and as a gateway to Wi-Fi or 5G network connectivity.  
 
The Content Providers can use the interface of the CESM to manage their content and other aspects of their 
applications. 
 
The stakeholders of the system are:  
 
1. Airplane platform owner: Infrastructure provider of the system. Provides the software and hardware 

infrastructure to the Service Providers. 
 
2. Content provider: Service Provider of the system that provides multimedia services to the End Users of 

the system. The multimedia services include movies, music and other forms of digital media consumption. 
 
3. Passenger: Passengers (end-users) have subscribed to the services of the Content provider for the 

duration of the flight.  
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Figure 27: Hardware architecture of the in-flight scenario 

 
Next, we define the security requirements of the system based on the security considerations of the system’s 
stakeholders. Traditional airplanes did not allow network connectivity for the duration of the flight. The main 
security concern, in this case, is to provide network connectivity to passengers without compromising the 
integrity of the airplanes internal controls. Another security issue is the exposure of connected devices to 
external malicious networks. An example of such an attack is the deployment of in-flight honey pots by 
malicious passengers. The honey pots can route traffic to legitimate networks while stealing data from other 
users. Similar attacks will aim to escape the sandboxed environment provided by the CESC. The security 
requirements are (Table 14): 
 

Table 14: Security requirements for the IFEC use case 

Id. Requirement Name Description Notes 

1. 

Sandbox the network 

access and other 

functions of the 

passengers, so that 

they are not able to 

tamper with the 

airplane’s internal 

functions 

Sandboxing is a security mechanism for separating 

processes, without risking harm or the host machine 

or operating system. A sandboxed process cannot 

affect another sandboxed process. In order to protect 

the internal functions of the airplane from tampering, 

it is required to isolated passenger spawned 

processed. 

Integrity 
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2. 

Prevent passengers 

from eliciting the 

airplane’s real-time 

location. 

The main reason is to ensure the safety of air traffic. If 

a malicious actor is allowed any form of network 

connectivity, he will be able to use the detected 

signals to triangulate the airplane’s real position, 

speed or height.  

Integrity 

3. 

Prevent external 

exposure of the 

airplane’s CESC to other 

networks 

The airplane’s CESC provides their services by using a 

combination of satellites and air to ground links. A 

malicious actor can use the same links to expose the 

airplane’s services to external networks. In essence 

making the airplane an external facing network node. 

Depending on the implementation of the in-flight 

system, a malicious actor may be able to scan and 

enumerate the airplane’s services. If the services can 

be detected, there is a possibility that malicious actors 

can tamper with them. 

Integrity, 

Confidentiality 

4. Identity management 

Hardware and software infrastructure run in a multi-

vendor environment that moves from Wi-Fi to LTE 

stacks. The system must ensure strict identity 

management to prevent authorized access to network 

resources. 

Confidentiality 

5. 

Prevent users from 

copying or distributing 

licensed content 

Films and other content are streamed locally to the 

user, as such the user does not have a license to keep 

the material, nor should the user be technically able to 

record a copy themselves. 

Authorization 

6. 

Retain end user data 

confidentiality when 5G 

network does not use 

LTE 

While 5G infrastructure uses LTE, the airplane 

platform owner uses Wi-Fi to connect end users with 

services. The usage of different protocol stacks 

requires additional mechanism to ensure End User 

confidentiality. 

Confidentiality 

7. 

Physically isolate the 

network used by the 

airplane functions and 

the network used the 

passengers. 

Passengers should never be able to access the 

network used by the airplane's internal systems. 

Integrity 

 
 
The network environment of an airplane is a critical resource. Passenger should never be able to access 
airplane's internal systems or tamper with them in any manner. Failure to do so may result to catastrophic 
consequences. 
 
Airplane tracking is based on radar technology using equipment from air control centres. Gradually the radar 
based tracking is being replaced by the Automatic dependent surveillance-broadcast (ADS-B) which primarily 
uses GPS and secondarily radar tracking. The ADS-B standard does not require data to be encrypted resulting to 
a major security issue [46]. 
 
The exposure of CESC to external networks can be achieved with two different attack vectors. The first attack 
vector requires a passenger acting as a malicious actor, knowingly or not. The malicious actor will open a 
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bridged connection from the airplane’s CESC to another network. As result the CESC’s network function are 
exposed to the external network. The second attack vector requires a malicious with specialized equipment. 
The malicious actor will perform a wide range earth-to-air wireless attack to remote compromise an airplane’s 
CESC. This attack vector has a number of limitations. The attack has a specific window of opportunity that 
depends on the airplanes' speed and location relative the attacker and the quality of the attacker's equipment. 
 
The airplane’s CESC will be able to provide external services to its passengers by utilizing LTE technologies. 
When LTE is not possible, the passenger will only be able to only access internal services. While passengers 
dynamically change services and technologies strict identity management must be ensured, in order to prevent 
unauthorized access to network resources and services. 
 
Licensed films and other media should only be accessible for the duration of the flight. Moreover, while the 
content is being displayed, passenger should not be able to record or otherwise copy the content for later 
consumption or distribution. 
 
LTE and Wi-Fi will be used by the airplane’s CESC. Both protocols use different methods to authenticate users. 
While users authenticate between different regions and system, the system must retain the confidentiality of 
their data. 
 
Network resources isolation is common practice in virtualized applications. Isolation techniques allow the 
logical separation of resources. In certain cases, software applications have been known to escape their 
isolation container and expand to other isolated containers. The implication of such an attack happening on the 
critical infrastructure of an airplane could be fatal. For that reason, the internal system of the airplane and the 
network used by the passengers should be physically separated. 
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6 5G ESSENCE KPIs and Requirements 

6.1 KPIs 
The technological evolution of the 5G will be a profound transformation giving an answer to the demand for 
mobile broadband that will continue to increase in the next years: Compared to previous generations of 
wireless communication technologies, including the 4G, the “driver” for developing the 5G is to increase mobile 
broadband capacity to provide specific functionality not only for consumers but also for industries and society, 
in general. The 5G requirements have to handle a variety of scenarios (uses cases) with very different 
specificities, as inserted in the different 5G ESSENCE use cases. 
 
Using the selected use cases in 5G ESSENCE we would like to proof how the 5G networks solution have to 
improve the flexibility in the architecture to reach the targets and how 5G will become a “facilitator” of a 
variety of services in different vertical sectors, such as utilities, healthcare, media, industry and transport.  
 
5G connectivity will provide new functionality and will allow new ways of defining performance monitoring, 
assurance, the quality of service and how to evaluate the customer experience of the final involved users.  
 
According to the introduced aspects 5G, compared to previous technologies, has the ambition to cover 
extremely heterogeneous service classes as described in Figure 28. 
 

 
Figure 28: 5G use cases representation 

 

The different requirements will be analyzed according to the 5G ESSENCE use cases taking into account this first 
classification (Table 15): 
 

Table 15: Mapping 5G use cases to 5G ESSENCE use cases 

5G Use Cases Requirements 
5G ESSENCE 

Use Cases 

eMBB - Broadband 

access everywhere 

Enhanced Mobile Ultra Broadband (eMBB), optimized for Gbps video 
transmission and throughput: 

 50+ Mbps everywhere 

 Ultra-low cost broadband access  

UC1 

mMTC - Massive 

internet of things 

Massive Machine Type Communication (mMTC) enabling to connect 
a massive number of devices through the ability to scale down in 

UC2 
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data rates, power and mobility to provide extremely lean and low-
cost solutions 

 Massive low-cost/long-range/low-power MTC 

 Broadband MTC 

URLLC/ uMTC - Ultra 

reliable 

communication and 

Low latency 

Communication 

Ultra-reliable and Low latency Communication (URLLC/uMTC) 

communication and very low latency, typical of many of the most 

demanding industry and vertical demand markets.  

 Ultra-high reliability & Ultra low latency 

 Ultra-high availability and reliability 

UC3 

 

According to the requirements of the different use cases, it is possible to associate a set of telco parameters 
and the correlated requirements from 5G solution point of view , for example user density (UD), user data rate 
(UDR), mobility, infrastructure, Traffic Type (TT), latency, reliability, availability.  
 
5GPPP, in the “5GPPP use cases and performance evaluation models” document [3], has defined the main KPIs 
to be monitored, according to the 3GPP TS [4] recommendation, while the KPI ranges depend on the use cases 
to be implemented and for each 5G ESSENCE use case will be defined according to Telecom requirements, as 
described in the following; it is possible for each 5G ESSENCE use case summarise the most important elements 
according to the different ranges (according to the 3GPP TS 22.261 recommendation [3])  as indicated in the 
following table (Table 16): 
 

Table 16: General 5G ESSENCE telecom KPIs 

Id Description Low Medium High 

1. Device density (dev/km
2
) < 1000 1000 -10.000 ≥ 10.000 

2. Mobility Km/h < 3 (pedestrian) 3 - 50 (slow moving 

vehicles) 

> 50 (fast moving 

vehicles) 

3. Infrastructure Macro cell coverage Small amount of small 

cells 

Big number of small 

cells 

4. Traffic type Continuous, burst, event-driven, periodic, all types 

5. User Data Rate (Mbps) < 50 50 - 100 100 - 1000 (≥ 1000 

very high) 

6. Latency (ms) 1 - 10 10 - 50 > 50 

7. Reliability < 95 % 95 - 99 % > 99 % 

8. Availability < 95 % 95 - 99 % > 99 % 

 
We can extend the description of the telecom requirements and KPIs with other elements introducing aspects 

correlated to operational efficiency, to measure the time for setting up a slice, the memory and CPU usages, the 

number of systems that the multi-domain. All these factors, inserted in  

 

 Table 17 will be important. 

 
First of all, we introduce the “telecom” then we include other parameters to measure the E2E service quality, 
monitoring the service providers on the base of the transport already provided by the telecom operator.   
 
According to this approach it will be possible to include also the “non-functional requirements” to describe 
different aspects  useful to explore how the communication solutions provided by 5G do not only need to 
assure technical feasibility, but also suitable from a business viewpoint. That is, even if the offering of an 
advanced 5G communication solution is technically possible and standardized. 
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 Table 17: Detailed 5G ESSENCE telecom KPIs 

Id Description Acceptance criteria Note 

 

Telecom 

1. User density  High: ≥ 10000 devices 

per km
2
;   

Medium: 1000 – 10000 

devices per km
2
;  

Low: < 1000 devices per 

km
2
 

According to the use case requirements. 

2. User data rate  Very high data rate: ≥ 1 

Gbps; 

High: 100 Mbps – 1 

Gbps; 

Medium: 50 – 100 Mbps; 

Low: < 50 Mbps 

According to the use case requirements: in a few 

conditions the parameters will be mandatory 

(e.g., ultra HD Video requires Very High data rate; 

in case of alarms it could be requested but it will 

be not mandatory. 

3. Mobility  

 

Static user;/Low (0-3 

Km/s);  

Medium (3-50 Km/s);  

High (>50 Km/s) 

 

4. Infrastructure  

  

Limited (only macro cell) 

Medium (macro and 

limited small cell);  

High (many small cells 

available) 

It should be requested according to the use case 

scenario. 

5. Traffic type  

 

Continuous 

Burst  

Event driven 

Periodic 

Mixed all type 

 

6. 

Latency 

  

Low:  1-10 ms;  

Medium: 10 – 50 ms:  

High: > 50 ms 

According to the Use case requirements: in a few 

conditions the parameters will be mandatory 

(e.g., ultra HD Video requires Low Latency data 

rate; in other it could be requested but it will be 

not mandatory. 

 7. 

Reliability 

 

High > 99%;  

Medium 95- 99%; 

Low < 95% 

 

8. 

Availability  

 

High > 99%;  

Medium 95-99%;  

Low < 95% 

  

 

Service-Application 

9.  Connectivity Required to assure ubiquitous coverage including all the elements. 
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10. Accessibility  

(service) 

It is correlated to the “Availability” KPI. 

11. Service usage It will be required to guarantee for max/min values; besides it is required to 

monitor and manage the service. 

12. 90-90-90 Required to save up to 90% of energy per service provided and to reduce 

time in the initial service deployment (from 90 hours to 90 minutes). 

13. Service 

establishment 

time 

For remote services there might be the need to spontaneously setup a 

communication path towards a dedicated station which provides specific QoS 

in the range of 10 min to 1 hour. 

14. QoS flow 

perform 

Support different configurations for each network components in order to 

obtain the expected QoS value. 

15. Busy hour flow 

invocation 

capacity 

Enhancing the wireless area capacity for different service capabilities when 

the request is done during the BH. 

16. Maximum event 

response time 

Required to enrich the experience to the final users when a service is 

requested. 

 

Virtualization 

17. QoS Flow 

installation time 

Required to deal with  the installation of each components to increase the 

benefits for the involved operators 

18. QoS Flow 

removal time 

Required to deal with the de-installation of each component to reduce the 

impacts of the operations to the other services. 

19. VM installation 

time 

Required to reduce the costs of installing dedicated infrastructures, in 

particular as far as concerning the Virtual machines for the provided  

flexibility 

20. VM removal time Required to reduce the costs when it is necessary to remove dedicated 

infrastructures, in particular as far as concerning the Virtual machines 

21. Memory/CPU 

usage 

Required to control the usage of Memory and reduce the costs of installing 

dedicated infrastructures, in particular as far as concerning the Virtual 

machines for the provided  flexibility 

22. % of parameters 

exchanged 

It is important to control this exchange of data among the different 

components above all in the case of very complex scenarios. 

23. Node discovery 

time 

Required to discovery of a new node and/or multi-domain orchestrator 

systems 

24. Single touch 

orchestration 

it is a measure of automation of the complete process: it is the minimum 

number of workflow interventions to provision a multi-domain service 

25. Seamless service 

offers in multiple 

domains 

The degree to which connectivity, network and compute/storage resources 

can be integrated together seamlessly  

26. Re-scaling of 

compute/storage 

Re-scaling of compute/storage into and out of a service depending on 

demand  

 
It is also required to “map” the use case families to some corresponding business cases identified in vertical 
industries to have a comprehensive vision of the global impacts taking into account the performance and 
business aspects described in 5G-PPP KPIs to harmonize viewpoints of different projects including the 5G 
ESSENCE. 
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Table 18: 5G ESSENCE mapping to 5G-PPP KPIs 

Item Description  KPI  5G-PPP KPIs: 

Performance  

5G-PPP KPIs 

Societal:  

5G-PPP KPIs 

Business-

related  

Interoperability The 

Interoperability 

among the 

different 

components is 

requested: in 

particular it is 

requested that 

the network 

architectural 

components 

provide external 

APIs to allow the 

access the 

offered 

functionality or 

for managing the 

VNF or other 

components. 

 

Accessible 

information 

and 

functionality 

of the 5G 

ESSENCE 

components  

 

P4: Creating a 

secure, reliable 

and 

dependable 

Internet with a 

“zero 

perceived” 

downtime for 

services 

provision. 

S2: Reduction 

of energy 

consumption 

per service up 

to 90% (as 

compared to 

2010); 

 

S3:  European 

availability of 

a competitive 

industrial 

offer for 5G 

systems and 

technologies; 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 

high societal 

value like U-

HDTV and 

M2M 

applications. 

 

B2: Target SME 

participation 

under this 

initiative 

commensurate 

with an 

allocation of 

20% of the 

total public 

funding; 

Resource 

Monitoring  

 

It is required that 

the information 

both from 

physical and 

virtual 

components are 

monitored; to 

reach this goal it 

is necessary to 

include in the 

provisioning 

phase of the 

architectural 

components all 

We include all 

the different 

retrievable 

information 

from 

networks. 

 

P5: Facilitating 

very dense 

deployments of 

wireless 

communication 

links to connect 

over 7 trillion 

wireless 

devices serving 

over 7 billion 

people. 

S2: Reduction 

of energy 

consumption 

per service up 

to 90% (as 

compared to 

2010); 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 
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the elements 

necessary to 

achieve these 

data collections. 

Using these 

elements it will 

be possible to 

evaluate the 

value of the 

different 

parameters 

involved in the 

SLA. 

 

high societal 

value like U-

HDTV and 

M2M 

applications. 

Dynamic 

configuration of 

virtual resources 

Virtualization 

management it is 

requested; in 

particular it is 

requested that 

the components 

have to support 

the dynamic 

configuration 

and scaling of 

virtual resources. 

The 

programming 

model of the 5G 

ESSENCE must 

support 

scalability of a 

VNF depending 

on the user 

demand 

Time to 

reconfigure 

the 

deployment 

of VNFs. 

P2: Saving up to 

90% of energy 

per service 

provided. 

S2: Reduction 

of energy 

consumption 

per service up 

to 90% (as 

compared to 

2010); 

 

S3:  European 

availability of 

a competitive 

industrial 

offer for 5G 

systems and 

technologies; 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 

high societal 

value like U-

HDTV and 

M2M 

applications. 

 

B2: Target SME 

participation 

under this 

initiative 

commensurate 

with an 

allocation of 

20% of the 

total public 

funding; 

Hardware and 

network 

acceleration 

It is necessary to 

evaluate if to 

improve the VNF 

performance 

hardware and/or 

network 

VNF 

performance 

in terms of 

processing 

speed and 

resource 

 S3:  European 

availability of 

a competitive 

industrial 

offer for 5G 

systems and 
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accelerators are 

required. 

consumption. technologies; 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 

high societal 

value like U-

HDTV and 

M2M 

applications. 

 

Service function 

chaining 

It is necessary to 

evaluate if it is 

possible offer 

different services 

composed by 

many VNFs. Also 

the Service 

mapping 

complexity and 

time will be 

evaluated. 

Number of 

services and 

VNFs in the 

chain 

supported 

without 

impacting on 

the network 

performance  

P1: Providing 

1000 times 

higher wireless 

area capacity 

and more 

varied service 

capabilities 

compared to 

2010; 

 

P3: Reducing 

the average 

service creation 

time cycle from 

90 hours to 90 

minutes. 

P6: Enabling 

advanced user 

controlled 

privacy. 

S1: Enabling 

advanced 

User 

controlled 

privacy; 

 

S2: Reduction 

of energy 

consumption 

per service up 

to 90% (as 

compared to 

2010); 

 

S3:  European 

availability of 

a competitive 

industrial 

offer for 5G 

systems and 

technologies; 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 

high societal 

value like U-

HDTV and 

M2M 

applications. 

 

B2: Target SME 

participation 

under this 

initiative 

commensurate 

with an 

allocation of 

20% of the 

total public 

funding; 
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Multiple IoT 

Sensor Vendors 

It is necessary to 

support traffic _ 

from different 

IoT sensor 

vendors. 

The 

information 

coming from 

the different 

sensors must 

be processed 

in the same 

way  

P1: Providing 

1000 times 

higher wireless 

area capacity 

and more 

varied service 

capabilities 

compared to 

2010; 

 

P3: Reducing 

the average 

service creation 

time cycle from 

90 hours to 90 

minutes; 

 

P5: Facilitating 

very dense 

deployments of 

wireless 

communication 

links to connect 

over 7 trillion 

wireless 

devices serving 

over 7 billion 

people. 

S3:  European 

availability of 

a competitive 

industrial 

offer for 5G 

systems and 

technologies; 

 

S4: 

Stimulation of 

new 

economically-

viable 

services of 

high societal 

value like U-

HDTV and 

M2M 

applications. 

 

 

6.2 5G ESSENCE Requirements 
This subsection summarizes the necessary requirements taking into account the architecture design, as well as 
the use cases presented in the previous section. 
 
We identify the following domains for grouping the identified requirements of the 5G ESSENCE system that is 
the system composed by all the entities that will be needed by 5G ESSENCE to support the identified use cases: 
 
 General technical requirements 

 
 Resource management 

 
 Network slicing and service provision 

 
 VNFs and service function chaining 

 
 Telemetry and analytics 

 
 Security 
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6.2.1 General technical requirements 

Table 19: General technical requirements 

Id Requirement Name Description Notes 

1. 
Reliability / 

resilience 

The 5G ESSENCE system will be 

able to always provide the 

requested services. 

The deployment of edge service instance 

allows maintaining the operability when the 

backhaul connection is damaged. In 

addition, deployable systems will be 

dynamically integrated to the small cell 

cluster as a new CESC.  This deployable 

system will extend radio coverage. The 

connection with the small cell cluster will be 

made through wireless backhaul 

technology. 

2. Multi-tenancy 

The 5G ESSENCE system will be 

able to support the operation of 

different tenants sharing the 

same infrastructure. 

Multi-tenancy is a fundamental feature of 

cloud infrastructures. For example, the CESC 

should be able to serve to more than one 

MOs.  

3. Interoperability 

The 5G ESSENCE system 

elements will be able to expose 

appropriate interfaces to allow 

component interoperability. 

Components that are affected by this 

requirement are the CESCM, which has to 

provide an external API for tenants to 

access the offered functionality; the CESCs, 

to allow the management of the micro-

server (e.g. VNF management) and the radio 

parameters (e.g. radio slicing); and the VIM, 

as the intermediary element between the 

CESCM and the CESCs in charge of managing 

the VNFI e.g. VNF interconnection). 

6.2.2 Resource management 

Table 20: Resource management requirements 

 
Requirement Name Description Notes 

1. Elasticity 

Elasticity in cloud resource 

management is an important 

functional requirement for the edge 

cloud in order to balance the service 

demands and management 

requirements against the level of 

resources defined by either the SLAs 

or real-time service requirements. 

This elasticity can manifest in the form 

of increasing or decreasing the number 

of VNFs (scale up, scale down), their 

placement in the cloud, allocated 

resources to VNFs, priorities, etc. 

Furthermore, the CESCM will also 

implement elastic schemes for 

resource allocation purposes. 

2. Resource slicing 

The available network and cloud 

resources will be allocated to tenants 

based on service-specific quality 

requirements. 

The multi-tenancy in the cloud 

segment will also manifest in the radio 

access segment in the form of 

dedicated chunks of radio resources 
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for the tenant networks/services. This 

will necessitate developing and using 

control functions that can distribute 

the overall bandwidth among the 

tenants, based on the defined SLAs or 

policies. There are several options that 

can be explored for the overall radio 

resource slicing such as technology 

specific or agnostic slicing, fixed or 

variable slicing based on, for example, 

service demand. 

3. 
Radio resource 

isolation 

Enable the isolation of radio 

resources. 

This will be applied for the sake of 

creating slices, for example in case of a 

critical event 

4. Resource sharing 
Enable sharing of the available 

resources. 

In the radio resource management 

context and the multi-tenancy in both 

the cloud and the radio access, 

resource sharing should be a primary 

consideration. The tighter integration 

of cloud and access allows for real-

time solutions to radio resource 

exchanges among tenant 

networks/service.  

To take full advantage of these 

available radio resources, the 

distribution has to be made dynamic 

and scalable to the requirements of 

the tenant networks/services rather 

than being statically assigned. 

5. Flexibility 

Efficient distribution of common 

radio resources (time, frequency, 

space) among slices and tenants. 

 

6. Load balancing 
Enable load balancing among 

different access technologies. 

The heterogeneous access 

technologies (Wi-Fi and LTE) also 

necessitate the provision of load 

balancing across these technologies. 

The balancing can be based on overall 

load, real-time measurements taken 

across these technologies or pre-

configured policies. Subsequently, such 

load balancing may entail developing 

handover functions for cross RAT 

mobility for certain end-users. Here 

again, the algorithms can be based on 

real-time observations or AI-based 

techniques that learn from real-time 
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and historic observations/data. 

7. QoS guarantees 

Radio Resource Management (RRM) 

functions shall be able to provide the 

required QoS guarantees for a 

service. 

This requirement enables that each 

service receives its required level of 

QoS. 

8. 

Traffic 

differentiation 

between tenants 

and slices 

Radio Resource Management (RRM) 

functions shall be able to distinguish 

the traffic of the different tenants 

and the traffic of different slices. 

This requirement enables that the 

Radio Resource Management handles 

differently the traffic of each tenant 

and slice. 

9. 

Dynamic 

adjustment of RRM 

parameters 

The 5G ESSENCE system shall 

support the dynamic adjustment of 

the parameters of Radio Resource 

Management (RRM) functions. 

This requirement enables the dynamic 

configuration of the RRM functions to 

better handle variations in the 

environment. This dynamic 

configuration can be achieved through 

automated Self-Organizing Network 

(SON) functions.  

10. 

Support for 

coordination of 

RRM functions in 

different radio cells 

The 5G ESSENCE system should 

support the coordinated operation of 

RRM functions for radio cells 

deployed in a certain area. 

This requirement enables a more 

efficient operation of the RRM 

functions thanks to the coordination 

among radio cells operating in the 

same area. 

 

6.2.3 Network slicing and service provision 

Table 21: Network slicing and service provision requirements 

Id Requirement Name Description Notes 

1. 

Slice creation, 

modification and 

deletion of RAN 

slices 

The 5G ESSENCE system shall allow 

the network operator to create, 

modify and delete RAN slices. 

Network slicing in 5G ESSENCE includes 

the RAN functionalities, i.e. the RAN 

slice, and can also include other service 

VNFs running at the Light DC and/or 

the Main DC. 

2. 
Traffic 

differentiation 

The 5G ESSENCE system shall support 

a differentiated handling of traffic for 

different RAN slices 

This requirement allows that the traffic 

of each RAN slice is handled in 

accordance with the expected 

performance of this slice. 

3. 
Configuration of 

RAN slices  

The 5G ESSENCE system shall enable 

the configuration of each RAN slice in 

terms of maximum capacity, policy 

control, radio functionalities and 

expected performance within certain 

margins.  

The possibility to configure differently 

each RAN slice enables the adaptation 

to the characteristics of the services 

provided in each RAN slice.  

4. 
Sharing of radio 

cells 

The 5G ESSENCE system shall support 

sharing of a radio cell among multiple 

This requirement allows radio cell 

sharing among multiple RAN slices. 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  30.11.2017 

 

 
Deliverable D2.1 (“System Use Cases and Requirements”)  
 101/112 
 

RAN slices.  

5. Isolation  

The 5G ESSENCE system shall enable 

the specification and control of the 

level of isolation among RAN slices. 

This requirement allows the 

configuration of the parameters and 

functions of each RAN slice (e.g. RRM 

algorithms) to find a trade-off between 

resource efficiency and level of 

isolation.  

6. 

Mapping of service 

requirements to 

RAN slice 

configuration 

The 5G ESSENCE system should be 

able to relate the service 

requirements into the RAN slice 

configuration. 

This requirement allows properly 

configuring each RAN slice based on 

the requirements of the services that 

will use it. 

7. Low-latency 
The 5G ESSENCE system will be able 

to support of low latency. 

Bring user data plane over edge service 

instances enables close-to-zero delay 

in the service. For example, Mission-

Critical Public Safety services must be 

offered as a prioritize service, 

improving the system response time, 

reducing the jitter and therefore 

improving the QoE. 

8. 
New service 

provision 

The 5G ESSENCE system will be able 

to provide new services, as well as to 

extend the existing ones by enriching 

them with new features. 

For example, providing multimedia 

services including replays and dynamic 

video adaptation leverages on the high 

rate capacity offered by the local 

network solution. 

9. 
Local service 

provision 

The 5G ESSENCE system will be able 

to provide services locally within the 

Main DC. 

The deployment of edge service 

instance allows to maintain the 

operability when the backhaul 

connection is damaged. 

 

 

6.2.4 VNFs and service function chaining 

 Table 22: VNFs and service function chaining requirements 

 
Requirement Name Description Notes 

1. VNF placement 
The 5G ESSENCE will enable the 

control of VNF placement decisions. 

The SDN controller acquires information 

on traffic flows and can feed it back to 

the VIM to influence VNF placement 

decisions. 

2. VNF configuration 
The 5G ESSENCE will enable the 

configuration of individual VNFs. 
VNFs must be administrated via the SDN. 

3. 
Fast reconfiguration 

of VNFs 

The 5G ESSENCE will support fast 

reconfiguration of the VNF. 

Services may require VNFs to be 

reconfigured. This requirement should 

be supported and achieved within a 
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target time KPI. 

4. 
VNF deployment 

per tenant 

The 5G ESSENCE will support a 

separate VNF deployment per 

tenant. 

Each mobile operator will be able to 

deploy a VNF separately from other 

mobile operator. 

5. SFC support 

The 5G ESSENCE system will 

support Service Function Chaining 

(SFC). 

When configuring VNFs, the SDN 

controller must be able to setup SFC 

networks. 

6. 

VNFs 

interconnection 

with SFC 

The 5G ESSENCE will offer 

interfaces to administrate the 

interconnection between VNFs with 

SFC. 

In order to be able to administrate 

interconnection between VNFs, the VIM 

shall provide ways to configure SFC. 

7. VNF scale-out 

The 5G ESSENCE will support fast, 

dynamic scale-out of virtual 

resources assigned to tenants. 

VSCNOs may need additional VNFs in 

different configurations to continue 

supporting their operations. The VIM 

must support the scale-out of such 

resources. 

8. Accelerated VNFs 

The 5G ESSENCE will provide 

capability accelerate VNFs 

performance w.r.t. networking and 

computing. 

The hypervisor should provide carrier 

grade performance, minimizing the VMs 

I/O overhead and maximizing guests’ 

performance by offloading the CPU by 

using accelerators. 

 

6.2.5 Telemetry and analytics 

Table 23: Telemetry and analytics requirements 

Id. 
Requirement 

Name 
Description Notes 

1. CESC Metrics 

Telemetry metrics shall be available for a 

CESC relating to the capacity, capability 

and utilization of hardware resources such 

as: 

 CPU cores 

 Memory (Main and Cache 

(L1/L2/L3)) 

 IO (e.g. network, 

wired/wireless/optical) 

 Storage subsystem 

These metrics shall be available on both 

system-wide and per-process granularity. 

These metric shall include both static and 

dynamic metrics. 

This information is required by the 

analytics service to reason over 

placement of new VNF, services, to 

manage existing services to ensure SLA 

compliance and to ensure system 

reliability and these inputs to the 

CESCM. 

2. 
Radio Network 

Information 

Radio Network Information Service (RNIS) 

metrics shall be available for a radio cell in 

RNIS metrics are needed to support the 

optimized design and operation of 
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Service (RNIS) 

metrics 

relation to: 

 Radio resource utilisation related 

measurements 

 Evolved Radio Access Bearer (E-

RAB) related measurements 

 QoS related measurements 

 RF measurements 

The above metrics shall be collected on a 

per-tenant basis. 

Radio Resource Management (RRM) 

and Self-Organizing Network (SON) 

algorithms. The availability of individual 

measurements on a per tenant basis in 

a radio cell allows taking into 

consideration the particularities of 

each tenant when designing these 

algorithms. 

3. 
Telemetry 

Overhead 

The Telemetry framework running on the 

CESC shall have a minimal overhead on the 

performance/operation of the cell, i.e. 

<1% consumption of resources: 

CESC are computationally limited 

devices therefore any telemetry 

collection framework needs to have 

consumption of resources. 

4. Edge DC Telemetry 

The telemetry framework running on the 

edge DC shall have the ability to collect 

metric relevant to the infrastructure and 

virtualized network services running in the 

edge DC. The framework shall be capable 

of processing the data in-line before 

persisting the data to a central data 

repository hosted in the local DC. 

Monitoring of the services or 

components of a distributed service 

and the host infrastructure 

environment is necessary for service 

achieving and maintaining service 

performance. 

5. 

Infrastructure and 

Network 

Telemetry 

Frameworks 

Infrastructure and network specific 

telemetry frameworks shall be required 

Currently available telemetry 

frameworks are generally designed to 

collect either infrastructure related 

metric (Compute/Storage/Local 

Network) or network specific metrics. 

Any selected framework will likely have 

a deficit in available metrics for a given 

domain. Therefore the selection of the 

best in class form infrastructure and 

network telemetry frameworks will 

mitigate the risks of having poor 

coverage in metrics. 

6. 
Local Metric 

Process 

The telemetry framework shall have the 

ability to process locally collected metrics 

into summary data before send them to 

centralized storage in the edge DC. 

Currently available telemetry 

frameworks are designed to collect 

either infrastructure related metric 

(Compute/Storage/Local Network) or 

Network Metrics. Therefore any 

selected framework will likely have a 

deficit in available metrics for a given 

domain. Therefore the selection of the 

best in class form infrastructure and 

network telemetry frameworks will 

mitigate the risks of having poor 

coverage in metrics. 
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7. 
Centralised Data 

Storage 

A centralized data repository shall be 

hosted in each Edge DC instance which will 

store locally collected metrics and data 

sent from CESC's connected to that edge 

DC. 

Currently available telemetry 

frameworks are designed to collect 

either infrastructure related metric 

(Compute/Storage/Local Network) or 

Network Metrics. Therefore any 

selected framework will likely have a 

deficit in available metrics for a given 

domain. Therefore the selection of the 

best in class form infrastructure and 

network telemetry frameworks will 

mitigate the risks of having poor 

coverage in metrics. 

8. 

Configuration 

Collection 

Resolution 

The telemetry framework shall support 

configurable collection resolution for 

metrics. 

Metrics need to be collected at 

different resolution. Some network 

related metric need to be collected at 

10’s of Hz resolution in order to 

appropriately capture changes in 

behavior or events. 

9. 
Telemetry 

Aggregation 

An aggregation service shall aggregate, 

format and process the metrics from two 

or more metrics frameworks and shall 

persist the aggregated metrics to a data 

repository e.g. time series database. 

If more than one metrics framework is 

used the metrics must assembled into 

common format, temporally aligned 

and stored in a common data structure 

in order to support ease of analysis by 

the analytics function. 

10. 
Optimisation 

Engine 

An Optimization Engine shall be available 

in each edge DC which can communicate 

with the Orchestrator in the CESCM. The 

Optimization Engine shall communicate 

the output of specific analytical 

implementations e.g. resource allocation 

optimization for service on boarding. 

The output of the analytics 

implemented must be made available 

to the Orchestration function within 

the CESCM. The optimization engine 

provides a centralized implementation 

of required analytics and an interface 

to the Orchestrator via standard API’s. 

11. 
Knowledge Model 

Analytics 

The analytics solution should support 

building knowledge models based on 

monitored Radio Network Information 

Service (RNIS) metrics. These models can 

feed different optimization functions. 

The knowledge model analytics may be 

based on classification, prediction and 

clustering tools, to extract models of the 

time-domain traffic patterns, spatial traffic 

distribution, mobility patterns and 

performance characterization. 

The implementation of RRM and SON 

functions to configure and optimize the 

operation of the Radio Access Network 

(RAN) requires accurate models about 

the radio environment where the radio 

cells operate. The knowledge model 

analytics can get as input the RNIS 

metrics and process them by means of 

advanced techniques coming from the 

Artificial Intelligence (AI) field, such as 

classification, prediction and clustering, 

to extract exploitable knowledge that 

can feed the RRM/SON functions. 
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6.2.6 Security 

Security requirements are elicited during the requirements phase from the stakeholders of the system. We 
define the following security requirements that the 5G ESSENCE system must comply. These requirements 
apply to all use cases presented earlier in this document. 
 

Table 24: Security requirements 

Id Requirement Name 
Description Notes 

1. 

Ensure availability, 

confidentiality and integrity 

during network only 

authentication 

Service authentication incurs significant 

amount of costs to service providers. Service 

providers can pay networks for service 

authentication so users will be able to access 

multiple services once they complete a single 

authentication. This frees users from the 

cumbersome task of getting service grant 

repeatedly when accessing different services.  

Availability, 

Confidentiality, 

Integrity 

2. 

Ensure availability, 

confidentiality and integrity 

during authentication by 

service providers 

Networks may rely on the proven 

authentication capabilities from vertical 

industries and exempt devices from radio 

network access authentication, which can 

help the networks lower down operating cost.  

Availability, 

Confidentiality, 

Integrity 

3. 

Ensure availability, 

confidentiality and integrity 

during authentication by both 

network and service providers 

For some of the services, a legacy model 

might be adopted. Networks take care of 

network access, and service providers deal 

with service access. 

Availability, 

Confidentiality, 

Integrity 

4. 
System security level should 

be at least equal to 4G 

The security level provided in 5G networks 

must be greater, or at least equal to that 

provided in 4G. Additionally, the support of 

legacy networks should not adversely affect 

those of the 5G network where 

interoperability is required. SLAs must be 

adhered to with regard to end-to-end 

bandwidth, availability, resilience, latency, 

and security [13]. 

Availability, 

Interoperability 

5. 
Network operators should act 

as an Identity Provider 

Network operators should act as an Identity 

Provider (IP) in order to offer single-sign on 

services which enable users to transparently 

authenticate with third party application 

services and enable a seamless registration 

and authentication flow [69]. 

Confidentiality, 

Authorization 

6. 

The system must protect 

against common security 

threats 

The system should be designed to protect 5G 

customers from common security threats, 

such as impersonation, and man-in-the-

middle attacks, strengthening the trust in 

their customer’s identity and allowing greater 

use of single-sign on applications [16]. 

Availability, 

Integrity, 

Authorization 
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7. 
The system should protect 

trusted information 

The system should provide protection for 

many different aspects of trusted 

information, regarding machine-users and 

humans alike. Protected information covering 

a wide gamut of use cases should be 

considered, for example, identity, services 

subscribed, mobility patterns, location, 

network usage, application usage and much 

more [50]. 

Availability, 

Integrity, 

Confidentiality 

8. 
Isolation with regard to VNFs 

needs to be assured 

In order to provide the required security level, 

multiple levels of isolation will need to be 

assured [15]. Tenants should be isolated in a 

way that ensures they cannot impact the 

service level of others, as such, control-plane, 

data-plane and computational resource 

isolation should be guaranteed. The required 

level of isolation should be at least equal to 

that of physically isolated networks. The 

degree of isolation should be demonstrable 

and assessed over the whole infrastructure. 

Availability, 

Integrity, 

Confidentiality 

 
The 5G ESSENCE introduces a different trust to the one that was previously in use by 4G infrastructure. In the 
previous trust model, only users would authenticate to the service and the network. In the 5G ESSENCE, the 
service and the network are able to establish a trusted relationship. This functionality is an important 
distinction between previous LTE iterations. To accommodate the new trust model, we need to take into 
account the security requirements of each trust relationship between the components of the 5G ESSENCE 
system. 
 
Finally, the 5G ESSENCE must comply with General Data Protection Regulation (GDPR). GDPR becomes 
enforceable from 25 May 2018. The regulation applies if the data controller (organization that collects data 
from EU residents) or processor (organization that processes data on behalf of data controller e.g. cloud service 
providers) or the data subject (person) is based in the EU. 
 

 

Figure 29: The 5G new trust model 
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7 Conclusions 
 
The 5G ESSENCE “addresses” the paradigms of Edge Cloud computing and Small Cell as-a-Service (SCaaS) by 
fuelling the drivers and removing the barriers in the Small Cell (SC) market, forecasted to grow at an impressive 
pace up to 2020 and beyond, and to play a “key role” in the 5G ecosystem. The 5G ESSENCE provides a highly 
flexible and scalable platform, able to support new business models and revenue streams by creating a neutral 
host market and reducing operational costs, by providing new opportunities for ownership, deployment, 
operation and amortisation. 
 
Entering the second phase of 5G-PPP program activities, suggests that communication networks become 
sufficiently flexible to “handle” a range of applications and services originating from different 
domains/verticals. At the same time, a transformation towards a significant reduction in cost and the optimal 
allocation of available resources take the place of initial KPIs for driving capacity growth, and coping with the 
numerous barriers on the infrastructure and management domains. On the users’ side, a high level of 
personalised services, along with edge mobile capabilities and innovative services are anticipated, since 
customers require added value to their choices in order to accommodate specialised requirements with greater 
quality of both perception and experience.  
 
As the telecom ecosystem moves towards the 5G era, important performance factors such as end-to-end 
latency critically depend on whether the mobile edge and the target applications reside in an edge cloud close 
to the user or not. While the air-interface latency can be minimised independently of the service latency, having 
the application or service functions close to the user is also necessary to reduce the end-to-end round trip time 
and also the overall service creation time, which again argues for the placement of these functions in a 
common edge cloud. Building upon these foundations, very ambitious objectives are targeted, culminating with 
the prototyping and demonstration of 5G ESSENCE system in three real-life use cases associated to vertical 
industries, that is: Edge network acceleration in a crowded event; mission critical applications for public safety 
(PS) communications providers, and; in-flight entertainment and connectivity (IFEC) communications. 
 
In this deliverable, we presented the state-of-the-art on 5G ecosystem and technology trends. Furthermore, we 
gave an overview of what KPIs are in scope of the 5G ESSENCE Project, and what the expected contributions 
and proposed use cases are, towards achieving them. In particular, we focused upon the 5G-PPP KPIs in the 
scope of 5G ESSENCE, the 5G use cases classification, as well as the relation of 5G ESSENCE to other 5G-PPP 
Projects. Additionally, we considered the main 5G technology trends, including RAN slicing, edge cloud, multi-
RAT RAN, VIM agnostic cloud-radio orchestration, security, as well as telemetry and analytics.  
 
After providing a brief presentation of the 5G ESSENCE architecture, we discussed the main use cases and 
scenarios.  
 
The first use case is 5G edge network acceleration at a stadium. In particular, the 5G ESSENCE will demonstrate 
a combined 5G-based video production and video distribution towards delivering benefits to both media 
producers and mobile operators, who will be able to offer enriched event experience to their subscribers. The 
production/distribution of locally generated content through the 5G ESSENCE platform, coupled with value-
added services and rich user context, will enable secure, high-quality and resilient transmission, in real-time and 
with minimal latency. 
 
The second use case is 5G end-to-end slicing for mission critical applications. In particular, the 5G ESSENCE will 
involve one or more PS communications providers that will use the resources offered by a deployed 5G 
ESSENCE platform for the delivery of communication services to PS organisations in a country/region. The 5G 
ESSENCE platform can be owned by either a mobile (potentially virtual) network operator or even by a venue 
owner. In the mission critical use case, the infrastructure owner will exploit the 5G ESSENCE system capabilities 
to provide the required network/cloud slicing capabilities with dedicated SLAs to different types of tenants, 
prioritising the PS communications providers. 
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Our third scenario is focused on in-flight communications and entertainment system. This demo will test and 
validate the multi-tenancy enabled network solution for passenger connectivity and wireless broadband 
experience. The multi-RAT CESCs will be implemented as a set of integrated access points to be deployed on-
board. Afterwards, since IFE has to consider the explosive growth of multi-screen content consumption, the 5G 
ESSENCE CESCs will stream on demand multi-screen video content (both from on-board 5G Edge DC servers and 
via satellite/air2ground links) to the wireless devices. 5G ESSENCE CESCs will rely on broadcast links in order to 
optimise the bandwidth usage. 
 
For each use case, we investigated the involved actors, deployment topology, the evaluation process, the 
relevance to 5G ESSENCE, as well as the main requirements extracted. 
 
As a next step, we grouped and summarized all the necessary requirements, as well as mapped the proposed 
5G KPIs to the context of the 5G ESSENCE platform. Regarding the 5G ESSENCE requirements, we consider 
several domains for grouping the identified requirements, including general technical requirements, resource 
management, network slicing and service provision, VNFs and service function chaining, telemetry and 
analytics, as well as security. 
 
The next objectives of WP2 include the definition of the overall 5G ESSENCE system architecture as well as the 
technical specifications for the individual components, which will be documented in D2.2. Moreover, we will 
align with 5G Phase-1 activities and the respective technology selection and evaluation according to the 
specified requirements of the Project (D2.3). 
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